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KEY TRENDS

$ 10.5T 3179

CVE Details

3179 CVEs (Common
Vulnerabilities and Exposures)
created in April.

The Review Hive

Global cybercrime costs are
projected to reach $10.5 trillion
annually by 2025, up from

$8 trillion in 2023, driven by
increased attack frequency and
sophistication

91% S10M

Version-2 The Review Hive

91% of security teams utilize
generative Al, though 65%

Healthcare organizations are
predicted to remain prime
targets for cybercriminals in

acknowledge limited
understanding of its implications 2025, with the average cost of a
data breach in this sector likely

exceeding $10 million.

703% 2200

Credential theft has increased by Approximately 2,200 cyber
703%, highlighting the growing attacks happen every single day,

threat to user credentials. averaging one attack
every 39 seconds.
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® Operational Damage, Financial Loss, Ri

INSURER'S AS

e Forensic Investigation: Fund dig
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® Crisis Communication: Develo
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Employee Training: Educate staff on
information.

Multi-Factor Authentication: Implement M|

Regular Account Audits: Perform routine reviews

Secure Communication Chunmls: Use ofﬂcl
messages received.

Incident Response Planning: Develop and regularly . '
future security threats.
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ADVISORIES

CISA ADVISORY ON INDUSTRIAL CONTROL SYSTEM VULNERABILITIES

e Critical Security Advisory: On March 25, 2025, CISA released an advisory regarding vulnerabilities in ABB's
RMC-100 and RMC-100 LITE products. These vulnerabilities could allow attackers to exploit the web Ul
causing a temporary denial of service.

e CISA Recommendation: The Cybersecurity and Infrastructure Security Agency (CISA) strongly advises users
to update their systems promptly. ABB has provided updates to mitigate these vulnerabilities and
recommends disabling the REST interface when not in use.

e Affected Products: The advisory specifically mentions RMC-100 versions 2105457-036 to 2105457-044 ond
RMC-100 LITE versions 2106229-010 to 2106229-016.

e Proactive Cybersecurity Measure: This advisory underscores the importance of maintaining up-to-date
systems and proper network segmentation to prevent unauthorized access and potential attacks.

Read more at: CISA Advisory on Industrial Control System Vulnerabilities

ADVISORY : CISA, FBI AND MS-ISAC ADVISORY ON MEDUSA RANSOMWARE

® Critical Security Advisory: On March 12, 2025, CISA, in collaboration with the FBl and MS-ISAC, issued a joint
advisory on the Medusa ransemware. This ransomware-as-a-service variant has impacted over 300 victims
across various critical infrastructure sectors.

CISA Recommendation: The Cybersecurity and Infrastructure Security Agency (CISA) urges organizations to
implement the recommended mitigations to reduce the likelihood and impact of Medusa ransomware incidents.
Key actions include ensuring systems are patched and up to date, segmenting networks to restrict lateral

® movement, and filtering network traffic to prevent access from unknown or untrusted origins.

Affected Sectors: The advisory highlights that Medusa ransomware has targeted sectors including medical,
education, legal, insurance, technology, and manufacturing.

Proactive Cybersecurity Measure: This advisaory emphasizes the importance of maintaining robust
cybersecurity practices, such as regular updates and network segmentation, to defend against ransomware
threats.

Read more at: CISA, FBI and MS-ISAC Release Joint Advisory
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