
New AAdroiu Malware 
Campaigns Evacting Detection 
Using Cross- P.latform 
F.ramework .NEli 

New Android molware comJ)aigns are 
evading aetection by using-=-th.;.:e~-
cross platform framework .NET MAUI. 
illiese campaigns are increasing the threat 
landscaP.e by making it horde~ for 
traaitional secu@y measures to detect and 
mitigate tlie malware. 

APT36 group with ties to P.akistan has 
been attributed to the creation of a fake 
weosite masqueracling as lnaia's P.Ublic 
sector postal system (India Post) as port 
of a camJ)oign designed to infect both 
Winaows and Android users in ttie 

https://www.bleepingcomputer.com/news/security/critical-php-rce-vulnerability-mass-exploited-in-new-attacks/?&web_view=true
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/new-android-malware-campaigns-evading-detection-using-cross-platform-framework-net-maui/
https://thehackernews.com/2025/03/sidewinder-apt-targets-maritime-nuclear.html?&web_view=true
https://thehackernews.com/2025/03/apt36-spoofs-india-post-website-to.html?&web_view=true
https://thehackernews.com/2025/03/hackers-exploit-severe-php-flaw-to.html?&web_view=true
https://www.bleepingcomputer.com/news/security/vo1d-malware-botnet-grows-to-16-million-android-tvs-worldwide/?&web_view=true
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Hackers have ref)u'l)osed Ranson,lij ' 
EDRKil!Shifter tool in attacks involving 
Meausa, BianlJon, one! Ploy ransomworei 
ifhis tool enhances the effectiveness of 
these ronsomware attacks by disabling 
enapoint detection ana response (EDR) 
~ems, making it horde to detect and 
mitigate the threats. 

DeepSeek users witli fake Sf)Onsorea 
Google ads to deliver malware. This tactic 
exploits user trust in sponsored ads, 
leading to molware infections and 
potential data theft. Users are advised to 
be cautious and verify the authenticity of 
acls before clicking. 

https://thehackernews.com/2025/03/hackers-repurpose-ransomhubs.html
https://securityonline.info/lucid-the-rising-threat-of-phishing-as-a-service/?&web_view=true
https://www.bleepingcomputer.com/news/security/new-ubuntu-linux-security-bypasses-require-manual-mitigations/?&web_view=true
https://thehackernews.com/2025/03/new-morphing-meerkat-phishing-kit.html?&web_view=true
https://securityonline.info/ghostscript-nightmare-critical-severity-vulnerabilities-put-users-at-risk/?&web_view=true
https://securityaffairs.com/175923/malware/crooks-deepseek-users-with-fake-sponsored-google-ads-to-deliver-malware.html?web_view=true


Global cybercrime costs are 
projected to reach $10.5 trillion 
annually by 2025, up from 
$8 trillion in 2023, driven by 
increased attack frequency and 
sophistication 

91 % of security teams utilize 
generative Al, though 65% 
acknowledge limited 
understanding of its implications 

Credential theft has increased by 
703%, highlighting the growing 
threat to user credentials. 
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CVE Details 

3179 CVEs (Common 
Vulnerabilities and Exposures) 
created in April. 

Healthcare organizations are 
predicted to remain prime 
targets for cybercriminals in 
2025, with the average cost of a 
data breach in this sector likely 
exceeding $10 million. 

Approximately 2,200 cyber 
attacks happen every single day, 
averaging one attack 
every 39 seconds. 

https://thereviewhive.blog/2025-cybersecurity-statistics-top-20-facts-figures-predictions-and-trends/
https://www.cvedetails.com/
https://version-2.com/en/2024/10/65-cybersecurity-statistics-for-data-based-strategy-in-2025/
https://thereviewhive.blog/2025-cybersecurity-statistics-top-20-facts-figures-predictions-and-trends/
https://www.nucamp.co/blog/coding-bootcamp-cybersecurity-2025-2025-cybersecurity-trends
https://www.nucamp.co/blog/coding-bootcamp-cybersecurity-2025-2025-cybersecurity-trends
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https://www.cisa.gov/news-events/ics-advisories/icsa-25-084-01
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-071a

