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Microsoft collaborated with India's CBI to 
aismantle two illegal call centers in lnaia 
targeting JaJ=!anese citizens with tecli 
support scams. "OJJeration Chakra V." lea 
to six arrests, exposing a transnational 
fraud leveraging social engineering and Al 
to coerce victims into transferring funds. 

https://infosecwriteups.com/fake-digiyatra-website-was-targeting-indian-flyers-with-lookalike-portal-2d81326d1e15
https://government.economictimes.indiatimes.com/news/secure-india/cybersecurity-crisis-72-of-indian-firms-targeted-by-ai-attacks-just-14-prepared/121716638
https://thecyberexpress.com/over-40-hacktivist-groups-target-india/?&web_view=true
https://fintechnews.sg/110964/fintech-india/cyber-threats-surge-in-indias-financial-sector/
https://www.ampcuscyber.com/shadowopsintel/pakistani-hackers-use-dance-of-the-hillary-virus-to-target-indian-users/
https://www.hindustantimes.com/india-news/cbi-busts-2-illegal-call-centers-in-delhi-6-scammers-arrested-101748504857672.html
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ifhe UK military is establishing a new 
Cyoe~ ana Electromagnetic Activities 
(CEMA) Command. ifhis command will 
integrate cyber, electronic warfare, and 
spectrum operations to enhance defensive 
and offensive COJ)abilities in the modern 
oattleSJ)aCe. 

https://www.bleepingcomputer.com/news/security/bumblebee-malware-distributed-via-zenmap-winmrt-seo-poisoning/?&web_view=true
https://hackread.com/nitrogen-ransomware-targets-financial-firms-us-uk-canada/?web_view=true
https://blog.sucuri.net/2025/05/fake-google-meet-page-tricks-users-into-running-powershell-malware.html?web_view=true
https://www.infosecurity-magazine.com/news/ai-tiktok-videos-infostealer/?&web_view=true
https://www.trendmicro.com/en_us/research/25/e/unmasking-fake-captcha-cases.html?&web_view=true
https://therecord.media/uk-military-new-cyber-electromagnetic-command


More than One-Third of Online 
Users Hit by Account Hacks 
Due to Weak Passwords 

Modern Al systems can generate 
convincing voice replicas from 
just 60 seconds of sample audio. 

RaaS has been flagged by many 
experts as a focal point, 
with cost of recovering from a 
ransomware attack now 
averaging USD 2.73 million. 
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CVE Details 

3596 CVEs 
(Common Vulnerabilities and 
Exposures) created in May. 

By 2026, 81% of organizations 
plan to implement zero trust. 
Its market is expected to 
hit $38.37 billion in 2025. 

66% of transportation 
organizations have been 
affected by ransomware 
attacks 

https://www.infosecurity-magazine.com/news/third-online-users-hacks-passwords/?&web_view=true
https://www.cvedetails.com/
https://www.paubox.com/blog/how-ai-is-arming-phishing-and-deepfake-attacks
https://www.splunk.com/en_us/blog/learn/cybersecurity-trends.html
https://www.sentinelone.com/cybersecurity-101/cybersecurity/cyber-security-trends/#10-cyber-security-trends-for-2025
https://www.paloaltonetworks.com/blog/2024/12/8-trends-network-security-in-2025/
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The Cyber Incident Analyses have been created by ICICI Lombard GIC Ltd . and Arete-lR LLP ("Arete") . The Analysis is based an information compiled and analyzed from various external sources. The above provided 
content is only far general knowledge and information purposes only and shall not constitute any legal, financial. professional or any other advice by ICICI Lombard GIC Ltd . and Arete. ICICI Lombard GIC Ltd. and Arete 

make no representation or warranties, express or implied, regarding the accuracy. completeness or reliability of the information contained herein. ICICI Lombard GIC Ltd. and Arete disclaim any liability far reliance placed 

by any person(s) upon any advice. opinion. statement, memorandum or other information provided herein and the use of such information shall strictly be at his/her/their sole risk. Arete-lR LLP. LLPIN: AAQ-5318. 
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-141b
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-141a
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