111, prototyp
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including banki
captures credential
multi-factor authen
attacks.



https://infosecwriteups.com/fake-digiyatra-website-was-targeting-indian-flyers-with-lookalike-portal-2d81326d1e15
https://government.economictimes.indiatimes.com/news/secure-india/cybersecurity-crisis-72-of-indian-firms-targeted-by-ai-attacks-just-14-prepared/121716638
https://thecyberexpress.com/over-40-hacktivist-groups-target-india/?&web_view=true
https://fintechnews.sg/110964/fintech-india/cyber-threats-surge-in-indias-financial-sector/
https://www.ampcuscyber.com/shadowopsintel/pakistani-hackers-use-dance-of-the-hillary-virus-to-target-indian-users/
https://www.hindustantimes.com/india-news/cbi-busts-2-illegal-call-centers-in-delhi-6-scammers-arrested-101748504857672.html

compromise
ongoing threat
and malware d
applications.

Fake CAPTCHA

New attacks use fake
trick users into runni

commands, deploying

Lumma Stealer) and F
through complex

chains via phishing and

NITROGEN
RANSOMWARE



https://www.bleepingcomputer.com/news/security/bumblebee-malware-distributed-via-zenmap-winmrt-seo-poisoning/?&web_view=true
https://hackread.com/nitrogen-ransomware-targets-financial-firms-us-uk-canada/?web_view=true
https://blog.sucuri.net/2025/05/fake-google-meet-page-tricks-users-into-running-powershell-malware.html?web_view=true
https://www.infosecurity-magazine.com/news/ai-tiktok-videos-infostealer/?&web_view=true
https://www.trendmicro.com/en_us/research/25/e/unmasking-fake-captcha-cases.html?&web_view=true
https://therecord.media/uk-military-new-cyber-electromagnetic-command
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KEY TRENDS

1/3RD 3596

CVE Detadils

3596 CVEs
(Common Vulnerabilities and
Exposures) created in May.

InfoSecurity Magazine

More than One-Third of Online
Users Hit by Account Hacks
Due to Weak Passwords

60S $ 38.37B

Splunk

By 2026, 81% of organizations
plan to implement zero trust.
Its market is expected to

hit $38.37 billion in 2025.

PauBox

Modern Al systems can generate
convincing voice replicas from
just 60 seconds of sample audio.

S 2.73M 66%

Palo Alto Networks

66% of transportation
organizations have been
affected by ransomware

SentinelOne

RaaS has been flagged by many
experts as a focal point,
with cost of recovering from a

ransomware attack now attacks

averaging USD 2.73 million.


https://www.infosecurity-magazine.com/news/third-online-users-hacks-passwords/?&web_view=true
https://www.cvedetails.com/
https://www.paubox.com/blog/how-ai-is-arming-phishing-and-deepfake-attacks
https://www.splunk.com/en_us/blog/learn/cybersecurity-trends.html
https://www.sentinelone.com/cybersecurity-101/cybersecurity/cyber-security-trends/#10-cyber-security-trends-for-2025
https://www.paloaltonetworks.com/blog/2024/12/8-trends-network-security-in-2025/

INDUSTRY

® Retail
BRIEF SUMMARY

® A major retail enterprise suffered a data
loyalty program members’ personal data,
environments.

ROOT CAUSE ANALYSIS

Misconfigured Systems: Vendor mi
Weak Access Controls: Poor segmentation |
Lack of Oversight: Third-party issues delaye

Shared Infrastructure Risk: Multiple clients’ c

LOSS CATEGORIES TO VICTIM

Legal & Regulatory Support: Assisted with noti
Communication Strategy: Guided public messac

Remediation Funding: Covered audits, contract revi

LOSS INCURRED

Vendor Access Control: Enforce network segmentation and
Third-Party Risk Assessments: Conduct regular audits of vende

Continuous Monitoring: Implement real-time monitoring of ve

DLP & UBA Tools: Deploy data loss prevention and behavior analytics to

Vendor Contractual Obligations: Mandate breach notification, liability cla




® Enterprise IT Services

BRIEF SUMMARY

e An organization was hit by RA Woi
unauthorized access via stolen sess
data exfiltrated using a cloud toc

ROOT CAUSE ANALYSIS

Weak Internal Controls: No MFA or endpoint

Over Privileged Accounts Abused: Service
changes.

® Sensitive data exposure and potentidl public:'
e Business downtime due to system encrypti

® Reputational and regulatory impact, includin

® Forensic analysis traced the entry point and attac
e Containment and recovery efforts included isolation .

® Legal support and negotiation with attackers and re

LOSS INCURRED

RECOMMENDED PREVENTIVE MEAS '

e Immediate patching of exposed and critical infrastructure.
e Enforce MFA across remote access and privileged interfaces.

e Implement least privilege, with regular audits of service accounts.
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ADVISORIES

CISA ADVISORY ON LUMMAC2 MALWARE

® Critical Security Advisory: On May 21, 2025, CISA and the FBI issued a joint advisory warning about the
LummaC2 malware, an advanced information stealer actively used by threat actors to exfiltrate sensitive data
from organizations

® CISA Recommendation: Organizations are strongly urged to implement the mitigation strategies outlined in the
advisory. These include blocking known indicators of compromise (IOCs), enhancing phishing defenses, and
educating users on social engineering tactics. The advisory also recommends reviewing and applying endpoint
protection and detection measures to identify and stop LummaC2 infections.

® Threat Overview: LummaC2, first seen in 2022 on Russian-language cybercriminal forums, is typically delivered
via spear phishing emails containing malicious links or attachments. It uses deceptive tactics like fake CAPTCHA
prompts to trick users into executing malicious PowerShell commands.

® Proactive Cybersecurity Measure: This advisory highlights the growing sophistication of malware delivery methods
and the importance of layered security defenses. Regular user training, vigilant monitering, and timely application
of threat intelligence are essential to reducing exposure to such threats.

Read more at: CISA Releases Seven Industrial Control Systems Adyvisories | CISA

ADVISORY : RUSSIAN GRU TARGETING LOGISTICS ENTITIES AND
TECHNOLOGY COMPANIES

® Critical Security Advisory: On May 21, 2025, CISA, along with international partners including the NSA, FBI, and
cybersecurity agencies from the UK, Germany, Czech Republic, Poland, and Australia, issued a joint advisory warning
of a Russian state-sponsored cyber campaign targeting \Western logistics and technology companies.

® CISA Recommendation: Organizations in logistics and IT sectors are urged to heighten their cybersecurity vigilance.
This includes increasing monitoring for known tactics, techniques, and procedures (TTPs), conducting proactive threat
hunting, and assuming a posture of potential targeting by Russian GRU-cffiliated actors.

® Targeted Entities: The campaign specifically focuses on companies involved in the coordination, transport, and delivery
of foreign aid to Ukraine. The threat actors—Ilinked to the Russian GRU's 85th Main Special Service Center (Unit
26165)—are known for cyber espionage and have previously exploited IP cameras and other infrastructure in Ukraine
and NATO-bordering nations

® Proactive Cybersecurity Measure: This advisory underscores the persistent threat posed by nation-state actors and
the need for continuous threat intelligence integration, network segmentation, and user awareness training to defend
against sophisticated cyber espionage campaigns.

Read more at: Fortinet Releases Advisory on New Post-Exploitation
Technique for Known Vulnerabilities | CISA

The Cyber Incident Analyses have been created by ICICI Lombard GIC Ltd. and Arete-IR LLP (“Arete”). The Analysis is based on information compiled and analyzed from various external sources. The above provided
content is only for general knowledge and information purposes only and shall not constitute any legal, financial, professional or any other advice by ICICI Lombard GIC Ltd. and Arete. ICICI Lombard GIC Ltd. and Arete
make no representation or warranties, express or implied, regarding the accuracy, completeness or reliability of the information contained herein. ICICI Lombard GIC Ltd. and Arete disclaim any liability for reliance placed
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Bank and is used by ICICI Lombard GIC Ltd. under license and Lombard logo belongs to ICICI Lombard GIC Ltd. ICICI Lombard General Insurance Company Limited, Registered Office: ICICI Lombard House, 414, Veer
Savarkar Marg, Prabhadevi, Mumbai - 400025. IRDA Reg.No.115. Toll Free 1800 2666. Fax No—022 61961323. CIN (L67200MH2000PLC129408) customersupport@icicilombard.com. wwwi.icicilombard.com
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-141b
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-141a
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