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KEY TRENDS

2,201

Checkpoint

Organizations faced an average
of 2,201 cyberattacks per week
in April 2026

105

Flashpoint

At least 105 publicly disclosed
ransomware attacks were
recorded in April, the highest
April level since 2020.

AL

BreachSense

Over 70 active ransomware
groups operated globally during
April 2026.
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6455

CVE Details

6455 CVEs (Common
Vulnerabilities and Exposures)
created in April 2026.

4,946

Checkpoint

The education sector recorded
4,946 weekly attacks per
organisation, making it the
most targeted industry globally.

$10.5T

CybelAngel

Global cybercrime costs are
projected to exceed $10.5 trillion
in 2026, making cybercrime the

world’s third-largest “economy.”


https://blog.checkpoint.com/research/cyber-threats-spike-in-april-2026-as-ransomware-expands-and-attack-volumes-climb-after-short-lived-moderation/
https://www.cvedetails.com/
https://www.blackfog.com/the-state-of-ransomware-april-2026/
https://blog.checkpoint.com/research/cyber-threats-spike-in-april-2026-as-ransomware-expands-and-attack-volumes-climb-after-short-lived-moderation/
https://www.breachsense.com/ransomware-reports/april-2026/
https://cybelangel.com/blog/europol-iocta-2026-report/
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ADVISORIES

ADVISORY : CRITICAL CHROME ZERO-DAY EXPLOITED IN THE WILD (CVE-2026-5281)

® Cyber Centre Recommendation: Inmediately enforce Chrome updates across all enterprise endpoints and
restrict usage of outdated browser versions.

® Broad Threat Coverage:

* Google patched a zero-day vulnerability (CVE-2026-5281) on April 1-3, 2026, confirmed as actively exploited
in the wild.

« The flaw enables remote code execution via crafted web pages and was added to the CISA Known Exploited
Vulnerabilities (KEV) list with mandatory patch timelines.

« Risk exposure is massive, affecting Chrome's ~3.5 billion global users, making it one of the highest-impact
endpoint vulnerabilities of the month.

® Proactive Cybersecurity Measure:
* Force browser auto-updates via enterprise policy (GPO / MDM).
 Restrict web access using secure web gateways for unmanaged devices.
* Monitor unusual browser child-process execution or abnormal scripts.

Read more at: Forbes

ADVISORY : APT TARGETING INDUSTRIAL CONTROL SYSTEMS (ICS/OT)

® Cybersecurity Review Recommendation: Immediately isolate OT systems from internet exposure and review
PLC network configurations across critical infrastructure.

e Broad Threat Coverage:
« On April 7, 2026, CISA, FBI, NSA, and US Cyber Command jointly issued a high-severity advisory on
Iran-affiliated actors targeting PLC devices.
* Attacks specifically targeted industrial control systems (ICS) used in energy, water, and critical infrastructure.
¢ Adversaries manipulated SCADA and HMI systems, resulting in operational disruption and potential physical
consequences

® Proactive Cybersecurity Measure:
* Remove direct internet exposure to PLCs and ICS devices.
* Deploy network segmentation between IT and OT environments.
* Monitor ICS-specific ports (e.qg., 44818, 502, 2222) for anomalous traffic.
« Validate logs against Indicators of Compromise (IOCs) released in the advisory.

Read more at: CISA Advisory
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