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https://caalley.com/news-updates/indian-news/sebi-clarifies-on-cybersecurity-and-cyber-resilience-framework
https://opengovasia.com/india-digital-technology-enhancing-cybersecurity-and-justice/?c=in
https://www.deccanchronicle.com/southern-states/andhra-pradesh/cybersecure-andhra-2025-meet-addresses-digital-threats-1898954
https://www.taxtmi.com/news?id=53667
https://content.techgig.com/it-security/india-mandates-annual-cybersecurity-audits-for-all-companies-key-insights-for-tech-professionals/articleshow/123077357.cms
https://inc42.com/buzz/mitigata-bags-5-9-mn-to-offer-cybersecurity-and-insurance-solutions/
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https://newsroom.accenture.com/news/2025/accenture-to-acquire-cybercx-expanding-cybersecurity-capabilities-in-asia-pacific
https://www.sgs.com/en-se/news/2025/06/red-cybersecurity-requirements-mandatory-on-1-august-2025
https://www.weforum.org/stories/2025/08/ransom-payment-and-other-cybersecurity-news
https://www.qualys.com/company/newsroom/news-releases/usa/qualys-achieves-fedramp-high-authorization/
https://www.enterprisetimes.co.uk/2025/08/29/qwiet-ai-turbocharges-appsec-with-smart-autofix/
https://securitydelta.nl/news/overview/recap-10th-edition-international-cyber-security-summer-school
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KEY TRENDS

531 3500

Check Point

Ransomware attacks publicly
reported worldwide in August.

CVE Details

3500 CVEs (Common
Vulnerabilities and Exposures)
created in August.

1265% 275M

SentinelOne

Phishing attacks increased by
1,265% year-over-year, fueled
by generative Al tools.

FireCompass

Patient records compromised in
major healthcare sector
breaches

17.3M 30%

IT Governance Verizon

30% of breaches were linked
to third-party involvement

Records exposed in global data
breaches and cyber attacks.


https://blog.checkpoint.com/research/global-cyber-threats-august-2025-agriculture-hit-hard
https://www.cvedetails.com/
https://www.sentinelone.com/cybersecurity-101/cybersecurity/cyber-security-statistics/
https://firecompass.com/weekly-cybersecurity-intelligence-report-cyber-threats-breaches-11-aug-18-aug/
https://www.itgovernance.co.uk/blog/global-data-breaches-and-cyber-attacks-in-august-2025-over-17-3-million-records-exposed
https://www.verizon.com/business/resources/reports/dbir/
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BRIEF SUMMARY
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® Social engiﬁcaring-{\'r'hhiﬁ
e Compromised credentials gave attaci
o Insufficient network segmentation all \
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® Operational Disruption, Financial Los
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® Provided crisis communication experts

LOSS INCURRED

o

Conduct targeted training on vishing tactics

Implement Zero Trust architecture to contain lateral |
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Business Email Cor
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e Phishing emails posing as

e Weak DMARC and no ano:

LOSS CATEGORIE

® Financial Losses, Data Exposure,

e Threat intel linked FinSpoof to APA!
e Legal experts handled RBI compliance a

LOSS INCURRED
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e Forensic Analysis, qudulemmnﬂem.

RECOMMENDED PR i

e Use Al email ﬁltﬂ'ing for spouﬁng e
e Enforce full DMARC and audit attachments.
e Run phishing training for finance teams.

® Add approval workflows with payment holds.
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ADVISORIES

ADVISORY : MICROSOFT PATCHES PUBLICLY DISCLOSED WINDOWS
KERBEROS FLAW (CVE-2025-53779)

® Publicly Disclosed Vulnerability: As part of its August 2025 Patch Tuesday, Microsoft addressed CVE-2025-53779, a publicly
disclosed elevation of privilege vulnerability in Windows Kerberos. The flaw was known before a patch was available:

e Potential for Domain Compromise: A successful exploit could allow an authenticated attackerto gain full domain
administrator privileges, leading to a complete compromise of an Active Directory environment.

Recommended Action Update: Administrators are strongly urged to apply the August 2025 security updates to all
e Windows Servers immediately. This vulnerability is rated as high priority due to its public disclosure:

Affects Modern Servers: The vulnerability specifically impacts environments with at least one domain controller rinning
Windows Server 2025, making it critical for organizations adopting the latest OS to patch.

Read more at: Microsoft Security Response Center - CVE-2025-53779

ADVISORY : IVANTI RELEASES PATCHES FOR MULTIPLE CRITICAL
PRODUCT VULNERABILITIES

@ Multiple Products Affected: Ivanti published security advisories addressing multiple new vulnerabilities in its product suite,
including lvanti Connect Secure (ICS), Policy Secure, and ZTA Gateways.

@ Focus on Denial of Service: The advisory details several high-severity flaws that could be exploited by a remote,
unauthenticated attacker to trigger a denial of service (DoS), causing a complete outage of the targeted appliance.

® Mitigation Recommendations Provided: Ivanti has released patched software versions for all affected products and urges
customers to update their environments to the latest builds to protect against these vulnerabilities.

® Targets Public and Private Sectors: The guidance is intended for all organizations that rely on vanti's secure access
solutions to proactively remediate and defend their network perimeter from potential attacks.

Read more at: Ilvanti Community - August 2025 Security Advisory

The Cyber Incident Analyses have been created by ICICI Lombard GIC Ltd. ond Arete-IR LLP ("Arete”). The Analysis is based on information compiled and analysed from various external sources. The above
provided content is only for general knowledge and information purposes only and shall not constitute any legal, financial, professional or any other advice by ICICI Lombard GIC Ltd. and Arete. ICICI Lombard

GIC Ltd. ond Arete moke no representation or worranties, express or implied, regarding the accuracy, completeness or reliability of the information contained herein, ICICI Lombard GIC Ltd. and Arete disclaim
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53779
https://forums.ivanti.com/s/article/August-Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-Multiple-CVEs?language=en_US

