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https://thehackernews.com/2025/01/reddelta-deploys-plugx-malware-to.html?&web_view=true
https://63sats.com/blog/indias-major-cybersecurity-incidents-of-2024-what-lies-ahead-in-2025/
https://www.tcs.com/who-we-are/newsroom/news-alert/tcs-launches-2025-cybersecurity-outlook-gen-ai-cloud-security-zero-trust-remain-key-priorities-enterprises
https://thecyberexpress.com/sebi-announces-new-cscrf-framework/
https://thehackernews.com/2025/01/india-proposes-digital-data-rules-with.html
https://timesofindia.indiatimes.com/gadgets-news/telecom-department-orders-probe-after-750-million-users-data-leaked-report/articleshow/107240691.cms
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sensitive session dunlaes on those w
Cookie Sandwich the HttpOnly ﬁag Attﬂcki‘}m

Bypassing HitpOnly flog on Servars

and browser behaviour to mcpuse eedcm
enabling access to restrict

client-side scripts on poorly confi

web apps. Web servers mu strlcﬂy
adhere to RFC6265 to prevent such
attacks. :


https://www.bleepingcomputer.com/news/security/solana-pumpfun-tool-dogwiftool-compromised-to-drain-wallets/?&web_view=true
https://thehackernews.com/2025/01/beware-fake-captcha-campaign-spreads.html?&web_view=true
https://www.infosecurity-magazine.com/news/phishing-campaign-targets-mobile/?&web_view=true
https://www.infosecurity-magazine.com/news/ghostgpt-ai-chatbot-malware/?&web_view=true
https://gbhackers.com/new-cookie-sandwich-technique-allows-stealing-of-httponly-cookies/?web_view=true
https://www.bleepingcomputer.com/news/security/hackers-use-fasthttp-in-new-high-speed-microsoft-365-password-attacks/?&web_view=true

KEY TRENDS

510

CyFirma

510 reported ransomware
victims globally in January 2025,
showing an 82.14% increase
from January 2024

39

Indus Face

A cybersecurity breach occurs
every 39 seconds, contributing
to 2,244 ddily cyberattacks

5.6 TBPS

India Today

Cloudflare mitigated
a record-breaking 5.6 Tbps
DDoS attack, indicating an

increase in hyper-volumetric
DDoS attacks
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3040

CVE Details

3040 CVEs (Common
Vulnerabilities and Exposures)
created in January.

3.4B

Get Astra

3.4 billion phishing emails
are sent daily, with 1.2% of all
emails being malicious

678B

CEl America

Public spending on cloud
services is predicted to grow
by 20.4%, reaching $678

billion in 2025


https://www.cyfirma.com/research/tracking-ransomware-january-2025/
https://www.indusface.com/blog/key-cybersecurity-statistics/
https://www.cm-alliance.com/cybersecurity-blog/january-2025-recent-cyber-attacks-data-breaches-ransomware-attacks
https://www.cm-alliance.com/cybersecurity-blog/january-2025-recent-cyber-attacks-data-breaches-ransomware-attacks
https://www.getastra.com/blog/security-audit/phishing-attack-statistics/
https://www.ceiamerica.com/blog/top-11-trends-in-cyber-security-for-2025/

CYBER
INCIDENT ANALYSIS

Financial Services Rane

INDUSTRY

® Financial Services

BRIEF SUMMARY

e i

LOSS CATEGORIES o

. —————————————————————
® Operational Disruption, Data Brea

e Engaged forensic experts to assess ir
® Facilitated negotiations with rans:
® Covered costs for data recovery undbus ess C

LOSS INCURRED

e e e e e e

Secure RDP access with multi-factor authent
Monitor for tunnelling tools and block unau

Improve network segmentation to limit lateral r

Enable advanced logging and monitoring for ec
Regularly update and test incident response plans f
Implement robust backup strategies, including offline and




CYBER
INCIDENT ANALYSIS

Business Email C

INDUSTRY

e e e e e e
® Legal Services

BRIEF SUMMARY

P ———— -

A law firm fell victim to a BEC at
changes. They monitored communic
clients reported missing :

OAuth Token Abuse: The
active even after password

Lack of Conditional Access Policies: No re
untrusted devices.

® Email Rule Exploitation: Attackers crec

e Insufficient Visibility into OAuth Grants: Tt
within Microsoft 365. '

LOSS CATEGORIES TO Vl' -

o

INSURER'S ASSISTANCE IN
e Engaged forensic specialists to |mzﬁt|gdte unauth
® Assisted in fund recovery efforts through

LOSS INCURRED

et e e o e e e e e L

® Direct Financial Loss, Incident Response ¢

RECOMMENDED PREVENT

N = i

L]
ensuring only secure apps are dlmmd-

Enable Conditional Access policies to automatically block:
enhancing overall security. ’

Regularly audit and monitor inbox rules to identify |
Enforce Multi-Factor Authentication (MFA) for user accounts.

unauthorized access.
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ADVISORIES

SUMMARY ON CISA'S ORDER FOR MICROSOFT 365 SECURITY

e Critical Security Release: On January 14, 2025, Microsoft rolled out a significant set of security
updates. These patches address multiple vulnerabilities across various Microsoft products, aiming to
close potential loopholes that cybercriminals could exploit to gain unauthorized system access.

e CISA Recommendation: The Cybersecurity and Infrastructure Security Agency (CISA) has issued a
strong advisory urging users and system administrators to promptly review and apply these
updates. This underscores the critical nature of the vulnerabilities being addressed.

e Broad Product Coverage: While specific products aren't detailed in the advisory, the updates likely
encompass a wide range of Microsoft offerings. This typically includes popular software such as
Windows operating systems, Office applications, and various server products.

@ Proactive Cybersecurity Measure: This release highlights the ongoing importance of maintaining
up-to-date software as a key defense against cyber threats. By swiftly addressing known

vulnerabilities, organizations and individuals can significantly enhance their cybersecurity posture
and reduce the risk of potential attacks.

Read more at: Microsoft Releases January 2025 Security Updates

CISA ALERT ON FORTINET SECURITY UPDATES

e CISA and FBI Joint Advisory: On January 22, 2025, they released an alert about threat actors exploiting
multiple vulnerabilities in lvanti Cloud Service Appliances (CSA) during September 2024.

e Critical Vulnerabilities: The advisory highlights four critical vulnerabilities in Ivanti CSA, including
administrative bypass, SQL injection, and remote code execution flaws.

e Exploitation Tactics: Malicious actors chained these vulnerabilities to gain initial access, execute remote
code, obtain credentials, and implant webshells on victim networks.

® Urgent Recommendations: CISA and FBI strongly advise upgrading to the latest lvanti CSA version,

hunting for malicious activity using provided indicators, and reviewing CISA's vulnerability
management resources..

Read more at: CISA and FBI Release Joint Advisory

The Cyber Incident Analyses have been created by ICIC! Lombard GIC Ltd, and Arete-IR LLP (“Arete”). The Analysis is bosed on information compiled ond onolysed from various external sources. The above
provided content is only for general knowledge and information purposes only and shall not constitute any legal, financial, naol or any other advice by ICICI Lombaord GIC Ltd. ond Arete. ICIC| Lombard GIC
Ltd. and Arete make no representation or warranties, express or implied. regording the occurocy, completeness or reliab f the information contained herein. ICICI Lombard GIC Ltd. and Arete disclaim ony
liability for relionce ploced by ony personis) upon any od opinion, statement, memcrandum or other information provided herain and the use of such information sholl stricthy be at b Jthieir sole risk,
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trode logo displayed o belangs te ICIC] Bonk and is used by ICIC! Lombord GIC Ltd. under license ond Lombeard logo I:mlong; 1o ICICI Lombard GIC Ltd. ICICI Lombard Generol Insurance Compan
Registered Office: ICICI Lombord House, 414, Vieer Sovarkar Marg, Prabhadevi, Mumbai - 400025, IRDA Feg.No 115 Toll Fre 2666, Fox Mo -022 61961323, CIM (L67 200MH2000PLC 129408)
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https://www.cisa.gov/news-events/alerts/2025/01/22/cisa-and-fbi-release-advisory-how-threat-actors-chained-vulnerabilities-ivanti-cloud-service
https://www.cisa.gov/news-events/alerts/2025/01/14/microsoft-releases-january-2025-security-updates
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