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KEY TRENDS

107

BleepingComputer

Google’'s December 2025 Android Security
Bulletin patched 107 vulnerabilities,
including two high-severity flaws flagged
as exploited in targeted attacks.

39080

MITRE CWE

39,080 CVE records analyzed in
MITRE's 2025 Top 25 dataset.

724

Saptang Labs

~724 ransomware disclosures
across 40+ active groups in
December 2025.
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5381

CVE Details

5381 CVEs (Common
Vulnerabilities and Exposures)
created in December 2025.

62%

The Hacker News

The Nomani investment scam
activity rose 62%, driven by
increasingly redlistic Al deepfake
ads.

1.82T

Vercara (DigiCert)

1.82 trillion web requests processed,
with ~464 billion flagged as madlicious,
showing continued massive

automated and exploit traffic against
web apps.



Sinobi Ransomware
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® Leading Industrial Dlstrm

BRIEF SUMMARY
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® Organization was hit by Sinobi ranso
access. Attackers encrypted critical
Incident was detected through mo

ROOT CAUSE ANALYSIS
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Privilege escalation and lateral
such as PsExec and WMI used to spread.

® Data exfiltration occurred alongside
e Delayed detection due to insufficient mo

LOSS CATEGORIES TO VI

e Operational disruption, Data breach, R
INSURER'S ASSISTANCE |
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Digital forensics and threat analysis to ic
Regulatory compliance support for no
Ransom payment guidance and risk-benefit
Remediation and recovery support (patch

LOSS INCURRED
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Regular firewall configuration audits and ﬂmely pcmh '

For CVE-2024-40766: apply updates; restrict mana
privilege; refine firewall rules and zone pollciu.

Enhanced network segmentation to limit lateral

Regular vulnerability scanning and penetration testing to

Ransomware response playbook development and testing to reduce

Backup strategy with regular restore testing to validate recovery capa
Continuous monitoring and behavior analytics with alerts for anomalous acct



CYBER
INCIDENT ANALYSIS

Typosquatting Phish
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A phishing campaign used a ty|
credentials on a fake login pa
transactions to external accounts.

systems.
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Credential harvesting occurred via a

e Financial Loss, Credential Compromise, Comg

INSURER'S ASSISTANCE IN IN¢

Incident analysis and forensic investigation (i
Regulatory compliance and legal support (n
Customer/vendor communication strategy
Guidorice on hasng ot T

Remediation support: MFA rollout, email filtering u
enhancements.

LOSS INCURRED

® Fraud Loss, Forensics Cost, Remediation Costs
RECOMMENDED PREVENTIVE ME
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© Domain monitoring and typosquatting pmecﬂcn m

® Strengthen email security using SPF, DKIM, DMARC; dep

® Enforce MFA for all access to sensitive finance systems and |
Regular phishing awareness training, especially for

Enhance ACH fraud detection and transaction monitoring to flag an

Tighten vendor payment controls (second-party verification for high-value

Periodic penetration tests and red team exercises to validate controls and »
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ADVISORIES

ADVISORY : FORTINET FORTIGATE - 2FA BYPASS OBSERVED IN THE WILD
(FG-IR-19-283 / CVE-2020-12812)

® Cyber Centre Recommendation: Validate whether LDAP + local users with 2FA + LDAP group-based policies
are configured; treat confirmed bypass as compromise and rotate credentials.

@ Broad Threat Coverage: MFA bypass caused by username case-sensitivity mismatch between FortiGate and
LDAP directories, allowing authentication without 2FA under specific configurations.

e Proactive Cybersecurity Measure: Upgrade to patched FortiOS (6.0.10+/6.2.4+/6.4.1+ or later as applicable),
disable username case-sensitivity where required, restrict VPN/admin access, and review authentication logs
for case-variant login attempts.

Read more at: Fortinet FortiGate — 2FA bypass observed in the wild
(FG-IR-19-283 / CVE-2020-12812)

ADVISORY : MONGODB — URGENT PATCHING FOR UNAUTHENTICATED
REMOTE MEMORY-READ RISK (CVE-2025-14847)

® Cybersecurity Review Recommendation: Immediately verify whether your environment has the specific
configuration prerequisites (local users with 2FA referencing LDAP + LDAP group-based auth policies). If
suspicious activity is found, treat it as potential compromise and reset credentials (including LDAP/AD
binding credentials).

e Broad Threat Coverage:

e The issue enables 2FA bypass in certain FortiGate LDAP configurations due to username case-sensitivity
mismatch between FortiGate and LDAP directories.

® Attackers can authenticate without the second factor by changing username capitalization, potentially
impacting VPN and administrative access workflows.

® Proactive Cybersecurity Measure: Upgrade to patched FortiOS releases (or later versions that include the fix),
and enforce the recommended case-sensitivity settings for affected local users. Restrict VPN/admin
interfaces to trusted sources, enforce MFA on all privileged paths, and review authentication logs for
case-variant login attempts. Validate group-policy design so fallback authentication paths cannot bypass
the stronger control.

Read more at: MongoDB — Urgent patching for unauthenticated remote
memory-read risk (CVE-2025-14847)
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