
https://www.cyfirma.com/research/apt36-phishing-campaign-targets-indian-defense-using-credential-stealing-malware/?web_view=true
https://www.scconline.com/blog/post/2025/06/28/dot-telecom-cyber-security-draft-policy-update/
https://www.recordedfuture.com/research/drat-v2-updated-drat-emerges-tag-140s-arsenal?&web_view=true
https://www.dsci.in/resource/content/india-cyber-threat-report-2025
https://www.cioinsiderindia.com/news/mumbai-hosts-highimpact-cybersecurity-dialogue-at-the-cybersec-india-expo-2025-amid-rising-national-threats-and-rapid-digital-transformation-nwid-7282.html
https://ddnews.gov.in/en/india-and-uae-deepen-cybersecurity-collaboration-at-gisec-global-2025/
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Cyl:iercm ninols ore abusing Corn 1ectWise 
ScreenConnect to distribute molware in 
targetea attocl<$. iflie remote access tool IS 

exrloited to inslall oackaoors ancl 
surveillance software, enabling i:,e istent 
access to victim systems. Organizations 
ore urgecl to rnonito~ remote tools and 
apply strict access controls 

https://blog.sucuri.net/2025/06/stealthy-wordpress-malware-drops-windows-trojan-via-php-backdoor.html
https://www.darkreading.com/cloud-security/apple-google-vpn-apps-china-spy-users
https://cofense.com/blog/capcut-con-apple-phishing-card-stealing-refund-ruse?&web_view=true
https://gbhackers.com/over-2000-devices-compromised-by-weaponized-social-security/?web_view=true
https://news.risky.biz/risky-bulletin-hackers-breach-norwegian-dam-open-valve-at-full-capacity/
https://www.gdatasoftware.com/blog/2025/06/38218-connectwise-abuse-malware?&web_view=true


Number of cyber attacks per 
day globally. 

57% of ransom demands, 
in the previous year, were 
for $1 million or more. 

Leak of data belonging to 
7.4 million Paraguayans traced 
back to infostealers. 
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Simplilearn 

2911 CVEs (Common 
Vulnerabilities and Exposures) 
created in June. 

16 Billion Credentials Leaked 
in Historic Data Dump. 

92% of malware was 
delivered via emails. 

https://www.getastra.com/blog/security-audit/cyber-security-statistics/
https://www.cvedetails.com/
https://cyberlab.co.uk/wp-content/uploads/2025/07/sophos-state-of-ransomware-2025.pdf
https://strobes.co/blog/top-6-data-breaches-in-june-2025-that-made-headlines/
https://therecord.media/data-leak-paraguayan-millions-infostealer?&web_view=true
https://www.getastra.com/blog/security-audit/cyber-security-statistics/
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https://www.cyber.gc.ca/en/alerts-advisories/mattermost-security-advisory-av25-364?web_view=true
https://www.cisa.gov/resources-tools/resources/guidance-and-strategies-protect-network-edge-device

