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https://www.cyfirma.com/research/apt36-phishing-campaign-targets-indian-defense-using-credential-stealing-malware/?web_view=true
https://www.scconline.com/blog/post/2025/06/28/dot-telecom-cyber-security-draft-policy-update/
https://www.recordedfuture.com/research/drat-v2-updated-drat-emerges-tag-140s-arsenal?&web_view=true
https://www.dsci.in/resource/content/india-cyber-threat-report-2025
https://www.cioinsiderindia.com/news/mumbai-hosts-highimpact-cybersecurity-dialogue-at-the-cybersec-india-expo-2025-amid-rising-national-threats-and-rapid-digital-transformation-nwid-7282.html
https://ddnews.gov.in/en/india-and-uae-deepen-cybersecurity-collaboration-at-gisec-global-2025/



https://blog.sucuri.net/2025/06/stealthy-wordpress-malware-drops-windows-trojan-via-php-backdoor.html
https://www.darkreading.com/cloud-security/apple-google-vpn-apps-china-spy-users
https://cofense.com/blog/capcut-con-apple-phishing-card-stealing-refund-ruse?&web_view=true
https://gbhackers.com/over-2000-devices-compromised-by-weaponized-social-security/?web_view=true
https://news.risky.biz/risky-bulletin-hackers-breach-norwegian-dam-open-valve-at-full-capacity/
https://www.gdatasoftware.com/blog/2025/06/38218-connectwise-abuse-malware?&web_view=true
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KEY TRENDS

2200 2911

Astra Simplilearn

2911 CVEs (Common
Vulnerabilities and Exposures)
created in June.

Number of cyber attacks per
day globally.

57% 16B

CVE Detuails

16 Billion Credentials Leaked
in Historic Data Dump.

Zscaler

57% of ransom demands,
in the previous year, were
for $1 million or more.

7.4M 92%

Strobes

Leak of data belonging to
7.4 million Paraguayans traced
back to infostealers.

Security Magazine

92% of malware was
delivered via emails.


https://www.getastra.com/blog/security-audit/cyber-security-statistics/
https://www.cvedetails.com/
https://cyberlab.co.uk/wp-content/uploads/2025/07/sophos-state-of-ransomware-2025.pdf
https://strobes.co/blog/top-6-data-breaches-in-june-2025-that-made-headlines/
https://therecord.media/data-leak-paraguayan-millions-infostealer?&web_view=true
https://www.getastra.com/blog/security-audit/cyber-security-statistics/

CYBER
INCIDENT ANALYSIS

Ransomware Att

INDUSTRY

- -

e Poor email filtering and o
e Limited egress monitoring

LOSS CATEGORIE:

® Data Exposure, Compliance Risk, R

INSURER'S ASSIST.

LOSS INCURRED

s e e e o R (T

e Conduct regular phishing simulations and co

® Develop and rehearse breach response plans for rai




CYBER
INCIDENT ANALYSIS

Data Leakage i

INDUSTRY

s

e Financial Services / F

INSURER'S ASSIS

® Funding allocated for patching, r

LOSS INCURRED

Implement robust authentication and au

Conduct regular SAST, DAST, a

Validate all tokens, and avoid exposing set

Apply zero trust model for mobile and backend apy

Develop comprehensive incident response plans with




T1cic1€Lombard

ADVISORIES

ADVISORY : MATTERMOST SECURITY ADVISORY (AV25-364)

® Multiple Vulnerabllltles Identified: The advisory highlights multiple security vulnerabilities affecting Mattermost
versions prior to 9.5.2, 9.4.6, and 9.3.8, including issues that may allow privilege escalation ar Unauthorized Gecess.

e Potential Exploitation Risks: Successful exploitation could enable attackers ta execute arbitrany code, perforin
actions on behalf of other users, or access sensitive data Without proper authorization, impacting confidentiality
and integrity.

e Recommended Action Update: Administrators are stronaly urged to Uparade Mattermost ta the latest secure
versions immediately to mitigate these risks and ensure the protection of communication and calldboration
environments.

[ Addltlonal Mitigation Measures: The Canadian Centre for Cyber Security also recommends reviewing lags for
g 3l activity and implementing proper access controls and mohitering to detect any exploitation attempts

Read more at: Mattermost Security Advisory (AV25-364)

ADVISORY : CISA GUIDANCE AND STRATEGIES TO
PROTECT NETWORK EDGE DEVICES

@ CISA Releases Protective Guide: CISA published a detailed guide to help organizations secure interriet-exposed
systems, aiming to reduce the attack surface exploited by threat actors in real-world incidents

e Focus on Common Misconfigurations: The guide highlights frequently observed miscanfigurations such as weak
authentication, exposed management interfaces, and default credentials that make systems vulnerable to
compromise.

e Mitigation Recommendations Provided: CISA offers actionable recommendations, including enforcing multi-factor
outhentication, using network segmentation, and disabling unused services to enhance overall cybersecurity posture.

® Targets Public and Private Sectors: The guidance is interided for both public and private eraanizations, especially [T
teams and defenders, to proactively identify, assess, and remediate internet-facing security \Wweaknesses.

Read more at: CISA Guidance and Strategies to Protect Network Edge Devices



https://www.cyber.gc.ca/en/alerts-advisories/mattermost-security-advisory-av25-364?web_view=true
https://www.cisa.gov/resources-tools/resources/guidance-and-strategies-protect-network-edge-device

