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Preface 
 
Corporate India Risk Index is primarily an academic exercise to understand the level of risk that 

companies are facing and assist in developing a successful risk aversion plan, CIRI is a first-of-its-kind 

Ǌƛǎƪ ƳŜŀǎǳǊŜƳŜƴǘ ǘƻƻƭ ǘƻ ƎŀǳƎŜ ǘƘŜ ƭŜǾŜƭ ƻŦ ŀ ŎƻƳǇŀƴȅΩǎ Ǌƛǎƪ ŜȄǇƻǎǳǊŜ ŀƴŘ ǇǊŜǇŀǊŜŘƴŜǎǎΦ 

This Corporate risk comprises various aspects of the businessςspanning customer, competition, 

regulatory environment, business operations, technology finances, environmental factors etc. The 

impact of unprecedented events is significantly higher now. 

This Index is a comprehensive framework that draws upon global risk management best practices and 

comprises of 32 risk elements across 6 broad dimensions. The Risk Index is based on the principles of 

Lean and Six Sigma that qualify business processes by measuring effectiveness and efficiency. 

ICICI Lombard's Corporate India Risk Index provides a crucial tool for assessing and addressing risks, 

fostering resilience and adaptability in the ever-evolving global landscape. In the current climate of 

increasing macroeconomic uncertainties, it is essential for corporates to prioritize robust risk 

management. We believe that a proactive approach to risk management not only fortifies individual 

businesses but also contributes significantly to India's overall economic growth and stability.  
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Foreword 
  

With great pride, we announce the 4th edition of the ICICI Lombard 
Corporate India Risk Index 2023 report, a milestone not only for us but 
for the entire field of risk management in India. What began as an 
academic exercise with our partners Frost & Sullivan 4 years ago, has 
ƴƻǿ ōŜŎƻƳŜ ŀƴ ƛƴŘǳǎǘǊȅ ǎǘŀƴŘŀǊŘ ŦƻǊ ƳŜŀǎǳǊƛƴƎ ŀ ŎƻƳǇŀƴȅΩǎ 
exposure to risk. Leveraging our extensive risk management expertise, 
we remain committed to encouraging a proactive and a socially 
responsible approach to development. 

This report, a comprehensive measure of effectiveness and efficiency 
across every aspect of business, from customer management to 
handling competition, has grown into an excellent indicator of the 
evolving risk landscape in India. Although global events, financial 
instability, and economic headwinds have challenged several 

industries, modern risk management solutions accounting for unprecedented events have enabled 
many to bounce back. As the first of its kind, the CIRI reports have become an invaluable asset for risk 
ƳŀƴŀƎŜǊǎ ƭƻƻƪƛƴƎ ǘƻ ŀŘƻǇǘ ǘƘŜ ōŜǎǘ ǇǊŀŎǘƛŎŜǎ ǘƻ ŀŎƘƛŜǾŜ ƻǇǘƛƳŀƭ ǎŎƻǊŜǎ ŀƴŘ ǇŜǊŦŜŎǘ ōŀƭŀƴŎŜ ƛƴ ΨǊƛǎƪ 
ƳŀƴŀƎŜƳŜƴǘΦΩ  
 
²ƘŀǘΩǎ ƛƴǘŜǊŜǎǘƛƴƎ ŀōƻǳǘ ǘƘƛǎ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŀƴŀƭȅǎƛǎ ƻŦ ŜǾŜǊȅ ƪŜȅ sector in India ranging from 
aerospace to education, energy, banking, hospitality, logistics, and healthcare, is that you get a closer 
look at each sectorΩǎ ǳƴƛǉǳŜ ǎŜǘ ƻŦ ŎƘŀƭƭŜƴƎŜǎΦ LƴŎǊŜŀǎŜŘ ƛƴǾŜǎǘƳŜƴǘΣ ŘŜǇƭƻȅƳŜƴǘ ƻŦ ǘƘŜ рD ǎǇŜŎǘǊǳƳΣ 
expanding network capacity and significant increase in the workforce enabled Telecom and 
Communications to be the most rewarding sector in 2023.  
 
Cyber-attack or data breach is considered to be one of the most critical risks faced today. The BFSI 
sector endeavored to overcome the same by adopting data security measures including database 
encryption, stricter controls across levels and application of data leakage prevention tools. The 
Healthcare sector focused on digital solutions like telemedicine and AI-powered diagnostics to combat 
persistent manpower shortages and lingering issues with global supply chains. Another good example 
is the Agricultural & Food Processing sector which despite being the most vulnerable to climate 
change, surprised everyone by embracing technological solutions like precision farming, vertical 
farming, hydroponics, aquaponics, and farm-to-fork initiatives.  
 
LŦ ŀ ǿƻǊŘ ǎƘƻǳƭŘ ōŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ Ǌƛǎƪ ƛǘ ǎƘƻǳƭŘ ōŜ ΨresilienceΣΩ ŀǎ ŘŜƳƻƴǎǘǊŀǘŜŘ ōȅ LƴŘƛŀΩǎ Ǌƛǎƪ 
landscape this year, which despite geopolitical tensions, extreme weather events, and constant 
inflation, achieved a score that represents optimal risk handling with room for improvement.  

 
As an emerging economic superpower, India is witnessing technological disruption on an 
unprecedented scale, across industries. From electric vehicles to artificial intelligence integration, 
block chain economies, 5G networks, and virtual versions of practically everything, the risk landscape 
has grown exponentially, highlighting the need for modern risk management solutions and practices. 
As technology continues to evolve exponentially, so will the risks, and as we thank you for being a part 
of this incredible journey, we promise to be right here next year, dissecting and analyzing those risks 
as they evolve. 

Mr. Sanjeev Mantri 
MD & CEO 

ICICI Lombard GIC Ltd. 
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Foreword  
 

The ICICI Lombard Corporate India Risk Index 2023 Report provides a 

comprehensive analysis of India's key sectors, highlighting the nation's 

resilience, innovation, and strategic advancements in 2023. The report 

delves into the transformative journey of various industries, including 

aerospace & defense, agriculture, banking & finance, biotech & life 

sciences, education & skill development, energy, FMCG, healthcare, 

infrastructure & realty, tourism & hospitality, and transportation & 

logistics. 

In today's rapidly evolving business landscape, understanding and 

managing risks is crucial for sustainable growth & resilience. The 

Corporate India Risk Index (CIRI) report, developed by ICICI Lombard and 

Frost & Sullivan, offers insights into the risk exposure & management 

practices of companies across various sectors in India. The report's findings are particularly 

showcasing a nuanced understanding of risk dynamics amidst global headwinds.  

Despite challenges, the overall risk landscape in India has demonstrated resilience, with a slight 

improvement in the optimized risk handling score. The risk index score of 64 for India in 2023, is a 

marginal increase from 2022. Contributing to this are key sectors have emerged as exemplars in risk 

management, setting benchmarks for others to emulate. While the risk exposure has not changed 

much, there has been an almost uniform enhancement in risk management across sectors ς in some 

cases, bordering on over-investment. However, it's essential to recognize the evolving nature of risks, 

with certain sectors facing unique challenges.  

The BFSI sector has made commendable strides in bolstering cybersecurity measures, yet remains 

susceptible to global economic volatility. Noteworthy is the remarkable improvement witnessed in 

sectors like Manufacturing, Metals & Mining, and the New Age sector, underscoring their resilience. 

Companies across sectors have experienced risks related to reputation and sustainability adherence. 

Disruptive technologies like AI, Block chain, 5G and IoT are reshaping business models and offering 

new avenues for innovation and growth across sectors ς the risks around these are still nascent and 

Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ƛǎ ŜǾƻƭǾƛƴƎΦ ¢ƘŜ άaŀƪŜ ƛƴ LƴŘƛŀέ ƛƴƛǘƛŀǘƛǾŜ ŘǊƻǾŜ ǎƛƎƴƛŦƛŎŀƴǘ ŎƘŀƴƎŜǎ ƛƴ ǎǳǇǇƭȅ ŎƘŀƛƴ 

operations ς the strategic shift towards domestic production is enhancing resilience and 

competitiveness across industries. 

As we delve into the insights provided by the CIRI report, it is my hope that stakeholders will leverage 

this knowledge to fortify their risk management frameworks and embrace opportunities for growth 

amidst uncertainty. I extend my gratitude to ICICI Lombard and Frost and Sullivan for their dedication 

to shedding light on this critical aspect of corporate resilience. 

  

Mr. Aroop Zutshi 
Global President & 
Managing Partner  
Frost & Sullivan 
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Executive Summary 
 
CIRI is a first-of-its-ƪƛƴŘ Ǌƛǎƪ ƳŜŀǎǳǊŜƳŜƴǘ ǘƻƻƭ ǘƻ ƎŀǳƎŜ ǘƘŜ ƭŜǾŜƭ ƻŦ ŀ ŎƻƳǇŀƴȅΩǎ Ǌƛǎƪ ŜȄǇƻǎǳǊŜ ŀƴŘ 
preparedness. A higher score signifies more effective risk management, enabling companies to adopt 
appropriate risk management practices for the risks they are exposed to. 
ICICI LombardΩǎ 4th edition of Corporate India Risk Index showed a slight improvement despite the 

global headwinds related to inflation, geo-political tensions, and slowed global economic activities. 

IƻǿŜǾŜǊΣ ƛƴ LƴŘƛŀ ǘƘŜ ŜŎƻƴƻƳƛŎ ŀŎǘƛǾƛǘƛŜǎ ƪŜǇǘ ǳǇ ǘƘŜ ǇŀŎŜ ŀƴŘ ǊŜƎƛǎǘŜǊŜŘ ŀ Ψ/ƻǊǇƻǊŀǘŜ LƴŘƛŀ wƛǎƪ LƴŘŜȄ 

2023Ω ǎŎƻǊŜ ƻŦ с4Σ ǊŜǇǊŜǎŜƴǘƛƴƎ άƻǇǘƛƳƛȊŜŘ Ǌƛǎƪ ƘŀƴŘƭƛƴƎέ ǿƛǘƘ ŀ ǎŎƻǇŜ ƻŦ ŦǳǊǘƘŜǊ ƛƳǇǊƻǾŜƳŜƴǘΦ ¢ƘŜǎŜ 

findings are a part of the fourth ŜŘƛǘƛƻƴ ƻŦ L/L/L [ƻƳōŀǊŘΩǎ /ƻǊǇƻǊŀǘŜ LƴŘƛŀ wƛǎƪ LƴŘŜȄ ό/LwLύΦ ¢ƘŜ 

company has released the study in continued collaboration with Frost and Sullivan, a leading global 

management consulting firm. 

Key Stats 

Optimized Risk Index Score increased from 2022 due to improvement in risk management, and the 

risk exposure score remained consistent compared to 2022. 

 

Key Factors Comparison 2023 2022 

Corporate India Risk Index 64 63 

Corporate India Risk Management 67 66 

Corporate India Risk Exposure 64 64 

 

The findings of the 2023 edition of the Risk Index show that nine sectors secured ΨSuperior Risk IndexΩ 

amongst all 20 sectors, indicating superior risk handling and management. These sectors include 

Telecom & Communication, Pharmaceuticals, Healthcare Delivery, Automotive & ancillary, 

Manufacturing, FMCG, Media & Gaming, New Age & Start-up and Tourism & Hospitality. 

The BFSI sector ǿŀǎ ŀǘ ǘƘŜ ōƻǊŘŜǊ ƻŦ ΨhǇǘƛƳƛȊŜŘ wƛǎƪΩ Handling / management, showcasing an 

improvement in cybersecurity measures and fraud detection systems to address the issues of data 

privacy and financial fraud. The sector was impacted by the global economic volatility which further 

impacted industries reliant on exports thereby impacting ōƻǊǊƻǿŜǊǎΩ ŀōƛƭƛǘȅ ǘƻ ǊŜǇŀȅ ǘƘŜ ƭƻŀƴǎΦ 

The maximum improvement in risk index score was witnessed in Manufacturing, Metals & Mining and 

New Age sectors. Despite geopolitical tensions, persistent inflation, and turbulent demand, the 

Manufacturing sector showed resilience and bounced back due to growing investments, government 

initiatives like Make in India and rising production rates. However, sectors like FMCG and Biotech & 

Lifesciences had a downgrade in the index score compared to 2022 due to dynamic consumer demand, 

operational risks and geopolitical events. 
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Introduction 
 
ICICI Lombard Corporate India Risk 

Index is a one of its kind, unified, 

credible, standardized corporate Risk 

Index that spans over the country level, 

the industry level, and the company 

level. The index has a comprehensive 

sector coverage. 

Aerospace and Defence, Agriculture 

and Food Processing, Automotive and 

Ancillary, BFSI, Biotech & Life sciences, 

Chemicals and Petrochemicals, 

Education Skill Development, Energy, FMCG, Healthcare Delivery, Infra and Realty, IT/ITES, 

Manufacturing, Media and Gaming, Metals and Mining, New Age & Startup, Pharmaceuticals, Telecom 

and Communication Technology, Tourism and Hospitality, Transportation and Logistics. 

The impact is identified across key business risks όƛƴǘŜǊƴŀƭ ŀƴŘ ŜȄǘŜǊƴŀƭύ ǳƴŘŜǊ ǘƘŜ ŦƻƭƭƻǿƛƴƎ Ψ{ǘǊŀǘŜƎƛŎ 

wƛǎƪ !ǊŜŀǎΩΣ ¢ƘŜ L/L/L [ƻƳōŀǊŘ /ƻǊǇƻǊŀǘŜ LƴŘƛŀ wƛǎƪ LƴŘŜȄ CǊŀƳŜǿƻǊƪ ŎƻƳǇǊƛǎŜǎ ƻŦ он Ǌƛǎƪ ŜƭŜƳŜƴǘǎ 

across 6 broad dimensions. 

 

Market and Economic Risk 

Corporate Risks arising due to market and economy related factors, such as internal or external 

political uncertainty, global slowdown, taxation-regulatory changes etc. Market and economy related 

Ǌƛǎƪǎ ŀǊŜ ŀƭǎƻ ƛŘŜƴǘƛŦƛŜŘ ŀǎ Ψ{ȅǎǘŜƳŀǘƛŎ wƛǎƪǎΩΣ ǿŜ ƘŀǾŜ ŦǳǊther classified the risks into below mentioned 

categories. 

Â Inflation: Inflation is the general increase in prices within the economy. The rising prices for 

businesses could result in bigger production spending and a fall in profitability. The companies 

should be attentive, acute, and responsive to changes in inflation to efficiently manage the prices 

of final products. 

Â Taxation: In a large democracy like India, the complexity of multiple taxes (multiple taxes like 

GST, custom duties, central excise duty, etc.) is a major concern. The changing legislations, 

increased scrutiny by tax authorities and increasing public attention are together resulting in tax 

risks for organizations. There is, thus an increasing urgency for firms to manage their tax affairs 

efficiently to minimize tax risks. 
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Â Regulatory Risks: Regulatory risk is the risk of changes in regulations and laws that might affect 

an industry or business. The regulatory changes can pertain to tariffs and trade policies, business 

laws pertaining to employment, minimum wage laws, financial regulation, Foreign Direct 

Investment etc. 

Â Foreign Exchange Risk: The exchange rate plays an important role for firms who export goods 

and import raw materials. The fluctuations in foreign exchange will have great impacts on the 

prices of traded goods. For example, if the currency depreciates (devaluation), the exporting 

firms will benefit. However, the firms importing raw materials will face higher costs on imports. 

The firms need to hedge their exposure to foreign exchange risks to insulate themselves from 

the impact of forex changes. 

Â Geo-political Tension: Geopolitical risk means the political and economic risks that are a 

potential threat to the financial and operational stability of companies. 

Â Competitive risk: Competitive risk is the risk associated with the fact that there are multiple 

companies competing in the market, each seeking to obtain the highest position and consumer 

ratings, to gain maximum benefits for themselves. The companies devise different strategies to 

garner a higher market share and acquire customers from competitors. Any failure in managing 

the competitive stand could lead to losses in business, thereby making marketing and 

competition a major risk in the market. 

 

Technology Risk 

Technology risks are also identified as information technology related risks that may arise due to 

failure of any installed hardware or software system, spam, viruses or any malicious attack. Also 

delay/over/under adoption of trending disruptive technologies can lead to technology related risks. 

We have classified the risks in below mentioned categories. 

Â Innovation Risk / Obsolete Technology: Innovation is the key to success in all the industries. Risk 

of redundancy and losing out to competition on account of poor R&D is a major concern. 

Â Intellectual Property risk: Dependence on trade secrets and unpatented proprietary know-how. 

Â Disruptive Technologies: These will fundamentally alter the financial prospects of the industry. 

Â Data Compromise: Hardware failure refers to malfunctions within the electronic circuits or 

electromechanical components (disks, tapes) of a computer system; Software failure refers to 

an operating system crash. Such failures lead to the stoppage of entire computer or operating 

systems creating substantial losses to business. 
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Operational and Physical Risk 

Operational & Physical Risk 

Risk of losses caused due to faulty or failed processes, systems or human resource related 

inefficiencies are classified as operational and physical risks. We have classified Operational & Physical 

risks in below mentioned categories. 

Â Critical Infrastructure Failure / Machine Breakdown: Industries with a heavy dependence on 

machinery consider any rise in machinery breakdowns a hindrance to their business operations. 

An untimely equipment breakdown can bring businesses to a standstill or be the root cause of 

fires and explosions. Mostly, human errors and deferred maintenance are the major reasons for 

such breakdowns. The companies should actively invest in the timely maintenance of all 

machineries. 

Â Business Continuity / Sustainability: Non adoption of Business Continuity/ Sustainability Plans 

and Lack of Internal Control tools would result in: Failure of businesses, Brand Equity /  Loss of 

reputation, Financial Loss, Business model Failure, Ineffective engagement/communication with 

stakeholders, Losses in productivity, Lack of opportunity monitoring. 

Â Supply chain risk: Raw Material unavailability and Heavy Dependence on Global Supply Chains / 

Supplier concentration risk. Unavailability of raw materials owing to disruption in the supply 

chain or heavy dependency on one source (company/country) which is unable to supply owing to 

some geo- political tensions, fires, or any other incidents. Transportation is one of the key 

activities for companies making it an important risk to mitigate. The loss of goods in transit and 

spillage is one of the major concerns as it accounts for a sizeable loss of revenue to companies. 

Â Commodity Price Risk - Volatility in prices of raw materials: The fluctuations in raw material 

prices create a margin pressure / top-line pressure in the scenario of rising input costs. 

Â Portfolio Risk: Loss of key customers, Customer concentration - Key customers accounting for a 

larger share of revenue, Over-dependence on suppliers, Business Model Risk: Transformative 

changes in business model, Tail Risks: Ability to overcome or manage extreme worst-case 

scenarios. 

Â Environmental Hazard Risk: Any environmental hazard having the potential to affect the 

surrounding environment. 

Â Workplace Accident: Fire and Explosion Hazards, Containment Incidents and Workplace Injuries. 

Â Human Resource: Key person risk occurs when a business or business unit becomes heavily 

reliant on a key individual. Talent acquisition & retention - The companies require a highly skilled 

labor force for R&D as well as continuous production. Accessing skilled resources & expertise on 

an on-going basis is one of the major challenges; moreover, retention of trained staff is imperative. 

Labor shortages, Union Strikes & Industrial Actions, Employee health, safety & security. 

Â Financial Risk: Financial Reporting Risk: Material misstatement of Financial Statements, whether 

due to fraud or error. Interest rates and equity prices: Interest rate risk arising out of working 

capital borrowings at variable rates. Equity price fluctuations affect the /ƻƳǇŀƴȅΩǎ income or the 

value of its holdings of financial instruments. Liquidity Risk (Credit Risk /  Receivables). 
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Â Breaches of law (local/ international): Voluntary/ involuntary breaches of law can lead to costly 

lawsuits. 

Crime & Security Risk 

Cybersecurity risks relate to the loss of confidentiality, integrity, or availability of information, data, or 

information (or control) systems and reflect the potential adverse impacts to organizational 

operations. These attacks can cause major financial losses, reputational harm, and a loss of client trust. 

Regarding cybersecurity, the BFSI industry in India has several difficulties, including difficult-to-secure 

legacy systems, a shortage of qualified cybersecurity personnel, and the requirement for ongoing 

system and network monitoring. There is a significant investment in cybersecurity tools like network 

monitoring, endpoint security, access control, and threat intelligence. Many organizations are also 

implementing cutting-edge technology like artificial intelligence and machine learning to strengthen 

their security posture.  
We have classified Crime & Security risks in below mentioned categories. 

Â Cyber Crimes: Data Theft, Spam, scams and phishing, Hacking, Malware and Viruses, Piracy, 

Fraud, Corruption, Malicious attacks 

Â Counterfeiting: Counterfeiting of goods/services leads to loss of revenue & profits and 

ultimately affects the brand equity 

Â Threat to WomenΩǎ Security 

Â Terrorism: Un-lawful use of violence and intimidation, especially against civilians, in the pursuit 

of political aims. 

 

Natural Hazard Risk 

A natural hazard is the threat of an event that will likely have a negative impact. A natural disaster is 

the negative impact following an actual occurrence of a natural hazard if it significantly harms a 

ŎƻƳƳǳƴƛǘȅΦ 5ǳŜ ǘƻ LƴŘƛŀΩǎ ƎŜƻƎǊŀǇƘƛŎŀƭ ǎǘǊǳŎǘǳǊŜΣ ƛǘ ƛǎ ƻƴŜ ƻŦ ǘƘŜ Ƴƻǎǘ ŘƛǎŀǎǘŜǊ-prone countries in the 

world. Natural hazards like floods, earthquakes, landslides, and cyclones are common risks faced by 

India. The situation has worsened due to the rise in GHG emissions, loss of biodiversity, deforestation, 

and degradation of the environment. Such natural disasters hamper the day-to-day operations of 

corporates, and it is important for them to understand that such risks cannot go unheeded. Over the 

years, Indian corporates have learnt to mitigate such risks by diversifying their supply chains, having 

multiple logistics partners, diversified geographical presence and multiple vendors. 

Â Pandemic and other global epidemic diseases: Risk to business owing to disruptions caused by 

the COVID-19 pandemic and other similar global epidemics. 
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Strategic Risk 

Strategic risk is the risk that failed business decisions may pose to a company. Strategic risk is often a 

major factor in determining a company's worth, particularly observable if the company experiences a 

sharp decline in a short period of time. Several factors, such as unethical or unlawful activities, poor 

customer service, product recalls, data breaches, or unfavorable media coverage, can lead to strategic 

risk. An organization's reputation can be severely harmed by a single negative incident, such as a high- 

profile data breach or fraud scandal, resulting in a loss of clients, income, and market share. 

Â Resource scarcity / improper utilization / Overall Utilization: Difficulties in the acquisition of 

land, water, fuel, or other resources for operations of business. 

Â Public Sentiment: Current events playing out in the public scene can change public sentiment. 

Â Delay in execution of projects: Delays in execution of projects can surge in the capex. 

Â Increased number of recalls and quality audits: Impacts both the brand equity and increased 

operational expenses. 

Â Failed / Hostile Mergers & Acquisitions: High dependence on inorganic growth. 
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Bottom-Up Risk Assessment Approach 
 

 
 

 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 

 
 

Figure 1: Risk Assessment Approach 

1. Evaluation Parameters*: The index maps the risks faced by any enterprise on the basis of 

Awareness, Probability, Criticality and Preparedness against the defined Risk elements. The 

evaluation Parameters are defined as: 

ω Awareness - Level of awareness of potential risk affecting the firm.  

ω Probability - The likelihood of risk    to affect the business goals of the firm adversely. 

ω Criticality - Level of impact of the identified risk on the success of business goals. 

ω Preparedness - Risk handling practices/ mechanisms already in place to handle the risk. 

2. Determining Risk Importance*: Importance/Impact of individual risk elements is established 

against individual sector based on the published corporate risk reports, in depth sector 

understanding by F&S team and SMEΩs. 

3. Calculating Maximum Sector Risk Score: Weighted Sum of all risk elements based on their 

importance to the respective sector. 

4. Company Level*: All the Risk Index scores for companies in a sector are averaged to represent the 

sector; and sectorǎ ŀǾŜǊŀƎŜ ǘƻ LƴŘƛŀΦ wƛǎƪ 9ȄǇƻǎǳǊŜ ƛǎ ŘŜŦƛƴŜŘ ŀǎ ǘƘŜ ŦǳƴŎǘƛƻƴ ƻŦ ŎƻǊǇƻǊŀǘŜΩǎ wƛǎƪ 

Awareness and Probability of risk occurrence. Risk Management is defined as the function of an 

enterprise risk preparedness and criticality risk impact assessment.  

ς FMCG3 

India Risk Index 

FMCG2 FMCG1 

1 

 With inputs from 

participating firms 

2 
32 risk elements 

across 6 

dimensions 

Establishing 

company risk   

scores 

*Calculate 

maximum sector 

risk scores 

 Evaluation parameters* ς Awareness(A), Probability(B), 

Criticality(C) and Preparedness(D) 

*Determine risk 

importance by 

sector (E) 

Risk Exposure (RE) = f (A, B) Risk 

Management (RM) = f (C, D) 

Company level* 

Corporate Risk Index = f (RM, RE) 

(distributed in a scale of 1 - 100) 

 sector Risk Index = average of 

company risk indices 

 Country Risk Index = average of sector 

risk indices 

 

BFSI Agri MFG FMCG ς 
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Defining the Risk Scale 
 
We have selected 20 sectors to understand the current stand of our country today in terms of risk. 

Risk for various sectors is measured on the risk exposure scale and risk management scale. 

A. ICICI Lombard Corporate Risk Exposure ς Scale 

Risk Exposure: The impact of any internal, external or strategic occurrence on the financial 

performance of an organization is defined as the corporate risk exposure.  

Risk has traditionally been seen as something to be avoided ς with the belief that if behavior is risky, 

ƛǘΩǎ ƴƻǘ ǎƻƳŜǘƘƛƴƎ ŀ ōǳǎƛƴŜǎǎ ǎƘƻǳƭŘ ǇǳǊǎǳŜΦ .ǳǘ the very nature of business is to take risks to attain 

growth. Risk can be a creator of value and can play a unique role in driving business performance.  

[ŜǘΩǎ look at the risk exposure scale. 
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B. ICICI Lombard Corporate Risk Management ς Scale 

Risk Management: Identification, Evaluation and Prioritization of corporate risks followed by well- 

coordinated steps to minimize the occurrence of uncertainties in the foreseeable future is defined as 

Corporate Risk Management.  

The risk management scale works counter to the risk exposure scale.  

[ŜǘΩǎ look at the risk management scale. 
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C. ICICI Lombard Corporate Risk Index ς Scale 

Risk Index: Risk Index is a measurement tool to gauge the level of Risk Exposure against Risk 

Preparedness. The score intends to give Companies/Sector/Country access to an extensive and 

quantifiable metrics of risk management. 

 

[ŜǘΩǎ ƭƻƻƪ ŀǘ ǘƘŜ Ǌƛǎƪ LƴŘŜȄ ǎŎŀƭŜΦ 
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India - Emerging Superpower 
with Optimized Corporate Risk Handling 
 
In 2023, India witnessed a number of developments in various sectors, reflecting changes in consumer 

preferences, technological advances and regulatory trends. These developments shaped the industry 

and affected strategic decisions among industry players. 

Electric vehicles (EVs) gained traction across end-user categories, driving investments in infrastructure 

and incentivized by government policies promoting electric mobility. The Automotive industry 

witnessed a surge in demand for EVs, while Logistics & Transportation embraced electric fleets to 

reduce carbon emissions and operational costs. Digital transformation accelerated across sectors, 

fueled by the COVID-19 pandemic. Telemedicine, online banking, and remote work solutions 

proliferated in Healthcare, BFSI, and IT/ITES sectors, enhancing operational efficiency and customer 

experiences. 

In 2023, sustainability took center stage as sectors across India embraced eco-friendly practices. The 

Energy sector witnessed a shift towards renewable energy sources, with significant investments in 

solar and wind power. Industries like Manufacturing and FMCG prioritized energy efficiency and waste 

reduction initiatives. Hospitality and Real Estate sectors focused on green building practices, while 

Agriculture adopted precision farming techniques to conserve resources. 

AI integration surged in 2023, revolutionizing business operations across sectors. Manufacturing 

companies leveraged AI for predictive maintenance and quality control, enhancing efficiency and 

reducing costs. Healthcare adopted AI-powered diagnostics and personalized treatment plans, 

improving patient care. Financial institutions utilized AI for fraud detection and risk assessment, 

bolstering security and compliance. 

Social media emerged as a powerful tool for brand building and customer engagement in 2023. FMCG 

and Retail sectors capitalized on social media platforms to launch targeted marketing campaigns and 

drive product sales. Hospitality and Tourism industries utilized social media influencers to enhance 

brand visibility and customer loyalty. By leveraging social media analytics and customer feedback, 

companies across sectors tailored their strategies to effectively connect with their target audience 

and build brand reputation. 

The "Make in India" initiative drove significant changes in supply chain operations in 2023. sectors like 

Automotive, Manufacturing, and Pharmaceuticals emphasized local sourcing to reduce dependency 

on imports. Companies diversified their supplier base and optimized logistics networks to mitigate 

supply chain risks. This strategic shift towards domestic production enhanced resilience and 

competitiveness across industries. 

Diversity, Equity, and Inclusion (DE&I) initiatives gained momentum in 2023, fostering inclusive 

workplaces across sectors. Companies in BFSI and IT/ITES led the way with diversity training programs 

and gender-neutral policies. Healthcare organizations focused on addressing healthcare disparities 

among marginalized communities. Manufacturing and Retail sectors prioritized inclusive hiring 

practices to tap into diverse talent pools, driving innovation and employee engagement. 
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Leadership risks emerged as a critical concern in 2023, prompting sectors to reassess their leadership 

strategies. Companies in BFSI and Technology faced challenges in adapting to rapid technological 

advancements and changing market dynamics. Healthcare organizations navigated leadership 

transitions amidst the COVID-19 pandemic, emphasizing the need for agile and resilient leadership. 

Strategic investments in leadership development and succession planning became imperative to 

mitigate leadership risks effectively. 

Disruptive technologies like artificial intelligence, block chain, 5G, and IoT reshaped traditional 

business models, offering new avenues for innovation and growth in sectors such as Telecom & 

Communication, Biotech & Life Sciences, and New Age Industries. 

The scenario of the Indian economy in 2023 had a myriad of risks and opportunities in various sectors. 

Cybersecurity emerged as a pervasive risk, affecting industries from banking and finance to healthcare 

and IT/ITES. With more than 400 million cyber threats detected in nearly 8.5 million locations by 2023, 

organizations prioritized strong cybersecurity measures. Advanced threat detection systems, 

encryption protocols and employee training programs were implemented locally to enhance cyber 

resilience and protect sensitive data. 

Another common risk was supply chain disruption, exacerbated by factors such as geopolitical 

pressures, natural disasters, and semiconductor chip shortages. To mitigate these risks, companies 

diversified their supplier base, invested in inventory management systems, and adopted agile supply 

chain practices to enhance resilience and flexibility. 

Regulatory uncertainty was rife in industries such as Pharma, Energy and Telecommunications, which 

required active engagement with regulators. Furthermore, environmental risks emphasized the 

importance of sustainability and green technologies, renewable energy and waste management 

practices to reduce environmental impact around us and compliance with legal standards. 

Despite the challenges posed by common risks, several sectors emerged as resilient performers in 

2023, whose efforts helped us understand the situation in 2023 better. Noteworthy efforts included 

the "National COVID-19 Vaccination Drive" in healthcare, "Electric Vehicle Adoption Mission" in 

automotive, and "Green Freight Movement" in logistics. Additionally, initiatives such as the "Make in 

India Defence" program in aerospace and "Skill India Mission 2.0" in education underscored the 

nation's commitment to innovation and development.  

The Automotive industry in India showed resilience in the face of supply chain disruption and 

regulatory uncertainty. Focusing on sustainability and innovation, the sector saw an increase in 

electric vehicle (EV) adoption, with sales reaching 4.22 lakh crores.  The Aerospace & Defence sector 

focused on developing indigenous manufacturing capacity and technology to strengthen National 

Defence by investing 1.5 lakh crores. 

In the Healthcare sector, India has invested heavily in digital health solutions and infrastructure to 

combat the lingering effects of the COVID-19 pandemic. With a total investment of more than Rs 

50,000 crores, companies have expanded telemedicine and implemented AI-powered diagnostics to 

improve patient care. 
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The Manufacturing sector prioritized digitalization and process optimization to enhance productivity 

and competitiveness amidst supply chain disruptions and inflationary pressures. Companies invested 

Rs 1.2 lakh crores in automation technologies and smart manufacturing initiatives to streamline 

operations and reduce costs. The Logistics & Transportation companies invested Rs 800 crores in block 

chain-based traceability systems and cyber security protocols to secure supply chains and protect 

sensitive data from cyberattacks. 

The Hospitality industry adapted to customer preferences and regulatory requirements through new 

service offerings and customer engagement strategies. With an investment of Rs 0.5 lakh crores, 

companies also focused on using contactless technology to improve health and safety measures, 

ensuring that guests have satisfaction and compliance. 

The Agricultural & Food Processing sector embraced technological initiatives to increase agricultural 

productivity and ensure food security in the face of climate change and supply disruptions. With an 

investment of Rs 1 lakh crores, companies focused on precision farming and farm-to-fork traceability 

solutions to improve crop yield and quality. 

The BFSI sector focused on digital transformation and risk management to address cyber threats and 

regulatory challenges. Banks and financial institutions invested Rs 2,50,000 crores to implement 

advanced cyber security measures and fraud detection systems to protect customer data and prevent 

financial fraud. 

The Biotech & Life Sciences sector showcased innovation and resilience amidst regulatory 

complexities and supply chain disruptions. The Chemicals & Petrochemicals sector navigated 

environmental regulations and market volatility through sustainable practices and operational 

excellence initiatives. Digital learning and job training were adopted to meet workforce challenges 

and enhance productivity in the face of technological disruption and demographic changes in the 

Education & Skill Development sector.  

The Energy sector has shifted towards renewable energy and sustainable development policies to 

mitigate the risks of climate change and reduce dependence on fossil fuels. Moreover, with 

investments of Rs 1.5 lakh crores in smart grid technologies and demand-side management initiatives 

to optimize energy consumption and reduce emissions, the sector prioritized grid modernization and 

energy efficiency. 

The IT/ITES sector continued to drive digital transformation and innovation to address cybersecurity 

threats and meet evolving customer demands. With investments of Rs 4 lakh crores, companies 

focused on cloud computing and cybersecurity solutions to protect data and ensure business 

continuity. 

The Metals & Mining sector focused on sustainable practices and community engagement to address 

environmental concerns and social risks associated with resource extraction. With investments of over 

Rs 0.8 lakh crores, companies implemented reclamation and rehabilitation projects to restore mined 

areas and promote biodiversity conservation. 
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The New Age sector, comprising startups and technology companies, showcased innovation and 

resilience amidst market uncertainties and funding challenges. Additionally, the sector prioritized 

talent acquisition and retention, with investments of Rs 0.5 lakh crores in employee benefits and 

workplace diversity initiatives to attract top talent and foster a culture of innovation. 

The Telecommunication sector continued to expand connectivity and digital infrastructure to meet 

the growing demand for broadband services and IoT applications. With investments of over Rs 2 lakh 

crores, companies deployed 5G networks and fiber-optic cables to enhance network capacity and 

speed.  

In summary, India's diverse sectors demonstrated resilience and innovation in navigating through a 

challenging operating environment in 2023. As India continues its journey towards economic 

prosperity, proactive risk management and innovation will remain critical drivers of success across 

diverse sectors.  
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India Showcasing an  
Optimized Risk Handling 
 
 

 

Figure 2: Corporate India Risk Index 2023 

 

A score of 64 on the Corporate Risk Index indicates optimal handling of risk by Indian companies. 

However, to enter the superior risk handling territory, the Indian companies have scope to improve 

upon their risk management practices in the areas of crime & security risks and strategic risks. It was 

observed across sectors that there is an increased focus on cybersecurity and other technological risks. 

In the sectorial analysis of risk exposure, it was found that companies were most affected by market 

& economy and operational & physical risks due to inflation, global volatility and geopolitical events 

like the Red Sea crisis, Israel Palestine conflict and Russia Ukraine War.  

Another common risk was supply chain disruption, exacerbated by factors such as geopolitical 

pressures, natural disasters, and inflation. To mitigate these risks, companies diversified their supplier 

base, invested in inventory management systems, focused on localization and adopted agile supply 

chain practices to enhance resilience and flexibility. 

It was observed that risk management is getting an increased focus in the growth strategy of every 

organization with companies having dedicated risk teams to manage their risk exposure. All the 

organizations ŦŜƭƭ ŜƛǘƘŜǊ ƛƴǘƻ Ψ{ǳǇŜǊƛƻǊ wƛǎƪ aŀƴŀƎŜƳŜƴǘΩ ƻǊ ΨhǇǘƛƳŀƭ wƛǎƪ aŀƴŀƎŜƳŜƴǘΩ ŎŀǘŜƎƻǊȅ 

indicating good risk management practices. 
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Below is a broader categorization of sectors in terms of risk index: 

 

Figure 3: Corporate India Risk Index 2023 Sector Score 

Superior Risk Index 

Superior risk handling was found in 9 industrial sectors: Telecom & Communication, Pharmaceuticals, 
Healthcare Delivery, Automotive & Ancillary, Manufacturing, FMCG, Media & Gaming, New Age & 
Startups and Tourism & Hospitality. 

Optimal Risk Index 

Optimal risk handling was found in 11 industrial sectors: BFSI, Energy, Transportation & Logistics, 
Agriculture & Food Processing, Metals & Mining, Aerospace & Defence, IT ITES, Education & Skill 
Development, Infrastructure & Realty, Biotech & Lifesciences and Chemicals & Petrochemicals. 
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Aerospace & Defence  
 

The Indian Aerospace and Defence industry showcased robust growth and significant advancements 

throughout 2023, propelled by a combination of strategic initiatives, technological innovations, and 

collaborative partnerships. Market analysis revealed a burgeoning sector, with an estimated value of 

USD 24.61 billion in 2023 and a projected CAGR of 4.73% over the next six years, underscoring the 

industry's resilience and potential for expansion. Government spending, coupled with policy reforms 

such as the Make in India initiative and Defense Procurement Procedure (DPP) reforms, played a 

pivotal role in driving indigenous production and fostering a conducive environment for private sector 

participation. 
 

Technological advancements emerged as a key trend shaping the industry, with Industry 4.0 principles 

revolutionizing manufacturing processes and AI, block chain, and IoT technologies driving operational 

efficiencies and enhancing capabilities. India's pursuit of self-reliance through indigenous production 

was exemplified by initiatives like the Tejas fighter jet program, showcasing the nation's commitment 

to bolstering its Defence capabilities. Strategic collaborations and partnerships, both domestic and 

international, further bolstered the industry's capabilities, with landmark agreements such as the 

Rafale deal with France serving as a testament to successful collaborations. 
 

However, the industry also faced a set of challenges that demanded careful navigation. Regulatory 

issues, technological gaps, budgetary constraints, and dependence on imports posed significant 

hurdles, highlighting the need for proactive measures to address these challenges. Despite these 

obstacles, opportunities abound on the horizon, driven by continued policy initiatives, emerging 

technologies such as AI driven simulations and quantum computing, and new market horizons in areas 

like cybersecurity and dual use applications. 
 

Key events and developments in 2023 further underscored the industry's resilience and 

transformative journey. From the Rafale deal strengthening air defines capabilities to the rollout of 

the Tejas Mark 2 showcasing indigenous innovation, and from advancements in space technology by 

ISRO to the focus on cybersecurity and the strengthening of Indo US defines ties, the year was marked 

by significant milestones and strategic advancements. 

 

 
Aerospace & Defence 

sector 
Risk Index Risk Exposure Risk Management 

2022 62 64 64 

2023 61 62 64 
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Figure 4: Aerospace & Defence Sector Comparative Analysis 2023 Vs 2022 

In 2023, the Aerospace & Defence sector witnessed a slight decrease in its Risk Index from 62 to 61. 

There was an associated decrease in the risk exposure of the sector reflecting a more stable and 

promising landscape. The industry's lower risk exposure can be attributed to several key factors. 

Despite geopolitical tensions and ongoing challenges, Defence spending continues to rise, bolstering 

the sector's resilience.  

The aerospace market is showing signs of improvement, with increased demand and growth 

projections. Commercial aerospace is experiencing a rebound, marked by enhanced deliveries and 

improved financial performance. Although supply chain disruptions and business sales have posed 

challenges, the sector's overall recovery and growth outlook remain positive. These factors, coupled 

with a more optimistic market sentiment and strategic advancements, have contributed to the 

marginal decrease in Risk Exposure, indicating a more favorable operating environment for the 

Aerospace & Defence sector in 2023. 

In conclusion, 2023 was a year of resilience, innovation, and strategic partnerships for the Indian 

aerospace and Defence sector. As the industry continues to navigate challenges and seize 

opportunities, its commitment to self-sufficiency, technological advancement, and global 

competitiveness remains steadfast, positioning India as a key player in the global Defence landscape. 
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Agriculture & Food Processing 

LƴŘƛŀΩǎ Agricultural sector ǊŜƳŀƛƴǎ ǘƘŜ ŎƻǊƴŜǊǎǘƻƴŜ ƻŦ ǘƘŜ ŎƻǳƴǘǊȅΩǎ ŜŎƻƴƻƳȅΣ ŜƳǇƭƻȅƛƴƎ ŀōƻǳǘ рпΦс҈ 

of the total workforce and contributing 17.8% to Gross Value Added (GVA). Furthermore, the food 

processing industry, as the fifth-largest industry in India, adds value to farm output, creates 

employment opportunities, improves exports, and strengthens the domestic supply chain. 

LƴŘƛŀΩǎ ŀƎǊƛŎǳƭǘǳǊŀƭ ǇǊƻǿŜǎǎ ƭƛŜǎ ƛƴ ƛǘǎ ŘƛǾŜǊǎŜ ŀƎǊƛŎǳƭǘǳǊŀƭ ŎƭƛƳŀǘŜΣ Ŝƴŀbling the country to boast the 

largest herd of cattle in the world, vast areas devoted to staple crops such as wheat, rice and cotton, 

and various agricultural commodities such as milk, corn, and spices. However, despite these strengths, 

the company faces various challenges that threaten its growth and development trajectory. 

Inflationary pressures pose significant risks to agriculture, especially for staple foods. In December 

2023, India experienced a retail inflation of 5.7%, compared to a 9.5% increase in food prices in the 

country. Such inflation strains household finances, reduces consumer spending power and affects 

sector profitability. The tariff system further compounds the woes of the sector, and direct taxes on 

agricultural inputs raise the cost of production and erode competitiveness. 

Legal uncertainty, including changes in regulatory, tax and trade policies, also poses daunting 

challenges for agribusinesses. Furthermore, geopolitical risks arising from global crises can disrupt 

trade developments and threaten exports and supply chains. Dependencies on geopolitical factors for 

key inputs such as fertilizers and pesticides render the sector vulnerable to price fluctuations and 

supply disruptions. 

While technological advances offer opportunities for productivity and efficiency, the lack of 

technology and digital infrastructure widens the gap between large and small contractors within the 

sector. Operational challenges like accidents, supply chain waste and environmental hazards together 

further aggravate the vulnerability of the sector. 

Despite these challenges, mitigation strategies can strengthen the resilience and sustainability of the 

Indian Agricultural sector. Diversification of crops and sources of income can reduce reliance on single 

commodities and mitigate risks associated with market volatility and climate variability. Additionally, 

investing in agricultural research, innovation, and climate-smart technologies can enhance 

productivity, resilience, and sustainability in the sector. 

Policy support is essential to create an enabling environment for agricultural growth. The 

implementation of supportive policies and regulatory frameworks that address market distortions, 

facilitate financing and investment, and encourage sustainable practices can enhance firm resilience 

and they have been able to compete. Furthermore, developing risk management policies including 

insurance policies and early warning systems for natural disasters can help mitigate the impact of 

unexpected events on agricultural productivity and livelihoods. 

 

Agriculture & Food 
Processing sector 

Risk Index Risk Exposure Risk Management 

2022 59 69 68 

2023 63 64 66 
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Figure 5: Agriculture & Food Processing Sector Comparative Analysis 2023 Vs 2022 

The Agriculture and Food Processing sector in India experienced a rise in the risk index from 59 in 2022 

to 63 in 2023 due to various factors. The market and economy were impacted by inflation, exchange 

rates, and supply chain disruptions, leading to increased risks. However, the government's initiatives 

and policies were aimed at addressing these challenges and promoting sustainable growth in the 

sector. This led to a decrease in the risk exposure for the sector. 

However, an area of improvement for the sector could be risk management, which remained stable 

from previous year. Enterprises can utilize technological advancements, such as analytics and 

modelling to improve risk management in operations. 

Operational risks related to low productivity, high cost of agri-produce, and low unit economics 

affected the sector's competitiveness. risks, such as the need for a risk fund to mitigate stress in the 

Food Processing sector, remained unaddressed. 

Strengthening farmer capacity-building measures such as training and extension services for farmers 

and farm cooperatives are essential for resilience and adaptability to changing market dynamics. 

Through established strategies in terms of implementation of mitigation and climate change and 

investment, India can unlock its full potential in agriculture. 
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Automotive & Ancillary  
The Automotive sector in India demonstrated remarkable resilience and growth throughout 2023, 

ǎƻƭƛŘƛŦȅƛƴƎ ƛǘǎ Ǉƻǎƛǘƛƻƴ ŀǎ ŀ ƪŜȅ ǇƛƭƭŀǊ ƻŦ ǘƘŜ ŜŎƻƴƻƳȅΦ ²ƛǘƘ ŀƳōƛǘƛƻǳǎ ǘŀǊƎŜǘǎ ǘƻ ŘƻǳōƭŜ ƛǘǎ ǎƛȊŜ ǘƻ мр 

lakh crores by the end of the year, the industry showcased a commitment to expansion and innovation. 

Contributing approximately 7.1% to the national GDP and providing direct and indirect employment 

to over 19 million people, the sector's significance in driving economic development cannot be 

overstated. 

Market dynamics revealed a nuanced blend of market share dominance and export growth. Two- 

wheelers continued to dominate, commanding 77% of the market, followed by passenger cars at 18%, 

with small and midsized cars leading the segment. Notably, the export of automobiles surged by 

35.9%, showcasing India's increasing presence in the global automotive landscape. 

The influx of foreign direct investment (FDI), amounting to 2.8 Lakh crores, highlighted investor 

confidence and India's attractiveness as a manufacturing destination. These investments, constituting 

around 5.48% of the total FDI inflows, fueled the sector's growth trajectory and technological 

advancements, underscoring India's emergence as a preferred destination for high quality automotive 

components and vehicles. 

India's global rankings in various automotive segments further emphasized its stature as a formidable 

player on the international stage. Ranking as the second largest in two wheelers, seventh largest in 

commercial vehicles, sixth largest in passenger vehicles, and the largest in tractors, India solidified its 

position as a key contributor to the global automotive value chain. 

Foreign direct investment (FDI) continued to bolster the Indian Automotive sector, with 57 

transactions amounting to 14,000 crores. These investments, spanning both vehicle manufacturing 

and component manufacturing sectors, injected capital and expertise into the industry, driving 

innovation and competitiveness on a global scale. 

In the third quarter, the sector witnessed 16 deals totaling 7,800 crores, with a notable focus on 

growth opportunities in alternative fuel segments, particularly battery powered technology, reflecting 

responsiveness to evolving consumer preferences and environmental considerations. The fourth 

quarter remained robust, with 13 deals valued at 867 crores, showcasing strategic moves within the 

automotive supply chain to enhance capabilities and competitiveness. 

 

Automotive & Ancillary 
sector 

Risk Index Risk Exposure Risk Management 

2022 69 66 70 

2023 68 67 71 
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Figure 6: Automotive and Ancillary Sector Comparative Analysis 2023 Vs 2022 

The risk index for Indian Automotive and Ancillary sector has been slightly reduced from 69 in 2022 to 

68 in 2023. This was attributed to an increase in risk exposure which was countered by an increase in 

risk management. The year saw a steady growth in the number of units sold. 

The sector witnessed an increase in risk exposure, backed by regulatory changes, inflation and supply 

chain challenges due to geopolitical events. However, this was countered by effective risk 

management strategies which enabled the overall growth of the automotive industry. The 

implementation of the BNCAP, the focus on promoting EVs, and the PLI schemes for the Automotive 

sector created a more favorable and stable environment for the automotive industry, leading to higher 

growth potential. 

 

Overall, the Indian Automotive sector's performance in 2023 underscored its resilience, growth 

trajectory, and transformative potential. With a keen focus on innovation, sustainability, and strategic 

partnerships, the industry is poised for continued growth and transformation in the years ahead, 

contributing significantly to the nation's economic prosperity and technological advancement. 
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BFSI 
In 2023, Indian banking and finance saw significant growth on the back of economic recovery and 

digital transformation programs. Total banking assets in the public sector ǎǘƻƻŘ ŀǘ моуΦоу ƭŀƪƘ crores 

and private sector ŀǘ уоΦоф ƭŀƪƘ crores. Subsidized public sector ōŀƴƪǎ ǇƭŀȅŜŘ ŀ ƳŀƧƻǊ ǊƻƭŜ ŦƻǊ уΦпм 

lakh crores ƛƴ ƛƴǘŜǊŜǎǘ ŜŀǊƴƛƴƎǎΣ ǿƘƛƭŜ ǇǊƛǾŀǘŜ ōŀƴƪǎ ŜŀǊƴŜŘ рΦтп ƭŀƪƘ crores during the same period. 

This year continued to focus on financial inclusion and support for micro, small and medium 

enterprises (MSMEs). Initiatives such as the Pradhan Mantri Jan Dhan Yojana facilitated over 486 

crores beneficiaries to enroll in new bank accounts, increasing banking inclusion and access to financial 

services, and encouraging entrepreneurship. Moreover, credit schemes such as the Emergency Credit 

Line Guarantee Scheme (ECLGS) and the Credit Guarantee Fund Trust for Micro and Small Enterprises 

(CGTMSE) provided critical financial support to small businesses, fostering economic recovery and job 

creation. 

However, amidst this growth, the banking industry faced many challenges, including managing non-

performing assets (NPAs), complying with an evolving regulatory framework and systematic 

ŎƻƳƳŜǊŎƛŀƭ ōŀƴƪǎ ό{/.ǎύΤ ǘƻǘŀƭ bt! ŘŜŎƭƛƴŜŘ ŦǊƻƳ фΣооΣттф crores ǘƻ р.7 lakh crores during FY18-

19 to FY2022- 23, reflecting improvement in asset quality management. Nevertheless, challenges 

persisted, thus requiring continued efforts to strengthen the sectorΩǎ ǊŜǎƛƭƛŜƴŎŜΦ 

One of the most important risks faced by the Banking sector in 2023 was inflation, economists 

ǇǊŜŘƛŎǘŜŘ ŀƴ ŀǾŜǊŀƎŜ ƻŦ рΦм҈ ǘƻ пΦу҈ ƛƴ C¸ǎΣ ŀōƻǾŜ ǘƘŜ wŜǎŜǊǾŜ .ŀƴƪ ƻŦ LƴŘƛŀΩǎ ƳŜŘƛǳƳ-term targets, 

and focused on clearing buildings when needed. 

The imposition of 20% Tax Collected at Source (TCS) on internatioƴŀƭ ǊŜƳƛǘǘŀƴŎŜǎ ŀōƻǾŜ тллΣллл ƛƴ 

a financial year and a 30% tax on income from transfers of crypto assets required banks to adjust on 

appropriately to navigate the evolving tax environment. 

Geopolitical tensions, especially sanctions against Russia, have also affected the Banking sector, 

leading to market volatility and liquidity challenges. To mitigate geopolitical risks, banks have adopted 

strategies to ensure resilience to global uncertainty, diversify exposure and explore new business 

models. 

Technological risks, especially cyber security threats, emerged as a major concern in 2023, with a 

significant increase in cyber-attacks targeting BFSI business units. Banks responded with cyber security 

measures like advanced trust-free system principles and continuous improvement of integrated 

security measures to protect customer data and maintain business operations. 

 

BFSI sector Risk Index Risk Exposure Risk Management 

2022 64 65 67 

2023 64 64 67 
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Figure 7: BFSI Sector Comparative Analysis 2023 Vs 2022 

The risk index for Indian BFSI sector has been consistent i.e. 64 in 2022 and 2023 as the Indian Banking 

sector has shown resilience and has been sufficiently capitalized and well-regulated, with financial and 

economic conditions that are comparatively better than expected. 

The stability of the risk index for the Indian BFSI sector in 2023 can be attributed to the sector's 

resilience in managing known risks, the regulatory framework that promotes risk consciousness, and 

the ongoing efforts to enhance risk management practices in response to evolving market conditions 

and technological advancements. The sector had an increased investment in technological 

advancements to counter cyber security risks. These factors have collectively contributed to 

maintaining a consistent risk index within the BFSI sector. 

In conclusion, 2023 was the year of transformation and strength in the Indian banking and financial 

sector. Despite the challenges, the companies showed agility and innovation to adapt to the ongoing 

market dynamics. By proactively managing risks and leveraging technological advances, the sector is 

well-ǇƻǎƛǘƛƻƴŜŘ ǘƻ ǎǳǇǇƻǊǘ LƴŘƛŀΩǎ ŜŎƻƴƻƳƛŎ ƎǊƻǿǘƘ ŀƴŘ ŦƛƴŀƴŎƛŀƭ ƛƴŎƭǳǎƛƻƴ ƻōƧŜŎǘƛǾŜǎ ƛƴ ǘƘŜ ŎƻƳƛƴƎ 

years. 
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Biotech & Lifesciences 
Lƴ нлноΣ LƴŘƛŀΩǎ Biotechnology and Lifesciences sector ŜƳŜǊƎŜŘ ŀǎ ŀ ƪŜȅ ŘǊƛǾŜǊ ƻŦ ǘƘŜ ŎƻǳƴǘǊȅΩǎ 

ambitious 5000 hundred crores economy target. Through government initiatives like Startup India 

and Make in India, India aimed to establish itself as a global hub for biotechnology and biotechnology. 

¢Ƙƛǎ ǎǘǊŀǘŜƎƛŎ ŦƻŎǳǎ ǿŀǎ ƘƛƎƘƭƛƎƘǘŜŘ ōȅ LƴŘƛŀΩǎ ǘƘƛǊŘ Ǉƻǎƛǘƛƻƴ ƛƴ !ǎƛŀ-Pacific and its presence in the top 

12 countries globally for biotech, accounting for almost 3% of the world the entire biotech market. It 

exhibited impressive growth, with the Indian bio economy growing at double-digit year-on-year, by 

the end of FY23 to reach 137 hundred crores. 

A notable feature in 2023 is the huge increase in private equity and investment in the biotechnology 

industry, reaching a staggering 93.88 crores, representing a 19% increase over the previous year. In 

biotech startups the number of registrations in India Increased, with registrations of 1391 start-ups, 

representing an increase of 23% ƻǾŜǊ ǘƘŜ ǇǊŜǾƛƻǳǎ ȅŜŀǊΩǎ ƭŜǾŜƭǎΦ ¢Ƙƛǎ ƎǊƻǿǘƘ ƘƛƎƘƭƛƎƘǘŜŘ ǘƘŜ ǊŜƎƛƻƴΩǎ 

growing interest in the economy emphasis on entrepreneurship and entrepreneurship, and identified 

a vibrant ecosystem that supports innovation and growth. 

Moreover, India has made significant strides in biotechnology, especially in vaccine development. The 

introduction of various vaccines like ZyCoV-D, CORBEVAX and GEMCOVAC-19 demonstratŜŘ LƴŘƛŀΩǎ 

ŎŀǇŀōƛƭƛǘȅ ǘƻ ŀŘŘǊŜǎǎ ǇǳōƭƛŎ ƘŜŀƭǘƘ ŎƘŀƭƭŜƴƎŜǎ ǘƘǊƻǳƎƘ ƛƴƴƻǾŀǘƛƻƴΦ LƴŘƛŀΩǎ ǇǊƻǿŜǎǎ ƛƴ ŀƎǊƛŎǳƭǘǳǊŀƭ 

biotechnology and genetic engineering was highlighted, including improved chickpea varieties and 

crop resilience. 

However, in the development of the project, some notable risks and challenges required mitigation 

strategies. Geopolitical tensions in the Red Sea region raised risks of disrupted supplies of vital drugs 

and medicines and affected the supply chain of Indian biotech companies. Additionally, the conflict 

between Russia and Ukraine disrupted exports, leading to challenges in trade payments and 

inflationary pressures within the sector. To address these challenges, initiatives such as diversifying 

supply chains, exploring alternative shipping routes, and enhancing collaboration with international 

partners were undertaken to mitigate risks and ensure continuity in operations. 

Additionally, the industry faced operational and legal challenges including HR management issues, 

workplace security concerns and intellectual property conflicts. To mitigate these risks, efforts were 

made to enhance safety protocols, strengthen regulatory frameworks, and invest in talent 

development initiatives to address skill shortages and foster a conducive work environment. 

5ŜǎǇƛǘŜ ǘƘŜǎŜ ŎƘŀƭƭŜƴƎŜǎΣ ǘƘŜ ǇǊƻǎǇŜŎǘǎ ŦƻǊ LƴŘƛŀΩǎ ōƛƻǘŜŎƘƴƻƭƻƎȅ ŀƴŘ ƭƛŦŜ ǎŎƛŜƴŎŜǎ sector remained 

promising. The India Bio Economy Report 2023 showed sustainable growth, with emerging 

innovations such as gene editing, synthetic biology and personalized medicine driving the sector. 

Furthermore, strategic collaboration, investment in R&D and planning interventions aimed at 

encouraging innovation and entrepreneurship. 

 

Biotech & Lifesciences 
sector 

Risk Index Risk Exposure Risk Management 

2022 62 62 63 

2023 60 63 64 
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Figure 8: Biotech & Lifesciences Sector Comparative Analysis 2023 Vs 2022 

The decrease in the risk index of the biotech sector in India from 62 in 2022 to 60 in 2023 can be 

attributed to an increase in the risk exposure and a corresponding increase in risk management score 

of the sector. Favorable government policies, such as the concessional corporate tax rate of 15% for 

newly incorporated manufacturing companies and the production-linked incentive (PLI) scheme, have 

boosted the capital-intensive biotech and life sciences industry startups, contributing to a more 

favorable risk management environment. 

Economic pressures, market dynamics, and the aftermath of the COVID-19 pandemic contributed to 

an increase in the risk exposure for the sector. Regulatory developments have played a role in 

enhancing the risk profile of the sector. The allowance of 100% foreign direct investment (FDI) under 

the automatic route for greenfield pharma and the government route for brownfield pharma, along 

with transparent regulations for biotech products, have instilled confidence in the industry. Increased 

focus on areas like biosimilar, contract research, and gene therapy in 2023 has also contributed to an 

increase in risk management. 

In conclusion, the Indian biotechnology and life sciences industry witnessed tremendous growth and 

development by 2023, driven by government initiatives, technological innovation, and strategic 

investments. 
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Chemicals & Petrochemicals 
In 2023, the chemical and petrochemicŀƭ ƛƴŘǳǎǘǊȅ ƛƴ LƴŘƛŀ ǇƭŀȅŜŘ ŀƴ ƛƳǇƻǊǘŀƴǘ ǊƻƭŜ ƛƴ ǘƘŜ ŎƻǳƴǘǊȅΩǎ 

economy, boasting a value of around 215 hundred crores and poised for tremendous growth. 

Characterized by extensive diversity and serving as a critical supplier to key industries such as textiles, 

pharmaceuticals, and agrochemicals, this sector witnessed significant investment activities and 

technological innovations. With over 80,000 trade items and over 2 million employees, the industry 

ŎƻƴǘǊƛōǳǘŜŘ ǎƛƎƴƛŦƛŎŀƴǘƭȅ ǘƻ LƴŘƛŀΩǎ D5t ƎǊƻǿǘƘΦ 

The main trend in 2023 was the huge economic activities seen in the sector, with petrochemical 

projects worth approximately 16 hundred crores under implementation and projects worth around 

100 hundred crores announced. The Department of Chemicals and Petrochemicals (DCPC) aims to 

position India as a chemicals and petrochemicals manufacturing hub that can foster a conducive 

business environment. Furthermore, technological innovations, especially advances in the production 

of crude oil for hydrocarbon production, drove growth and efficiency in various industries. 

However, the industry also faced multifaceted challenges in 2023, including soaring energy costs, 

escalating raw material prices, and stringent Environmental, Social, and Governance (ESG) standards. 

The devaluation of the Indian rupee against the US Dollar exacerbated inflationary pressures on 

imports, particularly impacting the industrial chemicals segment.  

In terms of market economic risks, the industry struggled with rising commodity prices, supply chain 

disruptions and geopolitical uncertainty. Geopolitical upheavals such as the conflict between Russia 

and Ukraine further amplified challenges, leading to spikes in fuel expenses, heightened freight 

charges, and elevated raw material prices. This conflict also roiled global energy markets, driving up 

crude oil and natural gas prices and affecting production and trade growth. 

Foreign currency fluctuations also posed a risk to the business, with the Indian rupee depreciating 

against the US dollar. These changes affected production costs and competitiveness, especially for 

import-dependent firms. Furthermore, regulatory measures such as mandatory certification for 

imports of certain medicines were aimed at maintaining quality standards but also influenced import 

volumes and trade flows, thereby affecting foreign exchange rates. 

To mitigate these risks, the industry has taken various measures such as investing in advanced 

cybersecurity tools and technologies, strengthening supply chain capacity and manufacturing outages 

to promote the environment. 

 

Chemical & 
Petrochemical sector 

Risk Index Risk Exposure Risk Management 

2022 57 67 64 

2023 56 61 61 
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Figure 9: Chemical & Petrochemical Sector Comparative Analysis 2023 Vs 2022 

The chemical sector has shown a slight decrease in the risk index by decreasing from 57 in 2022 to 56 

in 2023. There is an associated decrease in the risk exposure from 67 in 2022 to 61 in 2023. The Indian 

government has introduced several regulatory and policy initiatives to facilitate and boost the 

development of this sector.  

India's chemical industry is attracting global investments as companies seek to diversify their supply 

chains away from China to lower the risk. The sector's growth is further boosted by the 

implementation of designated Petroleum, Chemical, and Petrochemical Investment Regions (PCPIRs) 

to support downstream industries and enhance the industry's contribution to the GDP. The Indian 

chemical industry is also aligning itself with sustainability goals and adopting global best practices, 

which has contributed to reducing exposure to potential risks. 

Looking ahead, the Indian chemical and petrochemical industry is resilient and poised for significant 

growth despite challenges by 2023. Bolstered by governmental initiatives, technological 

advancements, and burgeoning global demand, the sector is well-positioned to chart a trajectory of 

sustainable expansion and economic prosperity in the years to come. 
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Education & Skill Development 
India aimed to revolutionize the development of education skills by 2023, with breakthrough growth 

and adoption of digital tools. It is currently worth 117 hundred crores and will grow to 313 hundred 

crores by 2030, indicating significant potential for expansion and growth. However, some risks 

persisted, resulting in slower growth in the sector and hampering its ability to achieve its objectives. 

One of the biggest concerns is the high level of inflation in this industry. The Consumer Prices in 

education have increased by almost 75 per cent since 2012, making tuition fees, textbooks and 

uniforms too expensive for a large portion of the population. These inflationary pressures not only 

limit equal access to resources but raise questions about the long-term sustainability and inclusiveness 

of the sector. 

Moreover, the unstable legislation poses a formidable challenge to the educational scenario in India. 

The ongoing changes in the New Education Policy (NEP) create uncertainty, affecting stakeholders 

among students, teachers and institutions. Frequent policy changes create confusion and hinder the 

effective implementation of policies and procedures. However, NEP 2023 plays an important role in 

strategic risk management by emphasizing vocational training, skill development and reflective 

thinking along with traditional learning. It seeks to prepare students for an emerging job market and 

meet the requirements of the market by imparting skills related to services. 

While rapid integration of technologies is promising, it also widens existing gaps, especially across the 

digital divide. Students from disadvantaged backgrounds often lack access to essential technology, 

limiting their participation in online learning and skills development programs. This digital divide 

highlights the need for inclusive technology policies to ensure equal access to educational resources 

and opportunities. 

In addition to these challenges, the lack of infrastructure poses operational and physical risks to 

educational institutions, especially in rural areas. Dilapidated buildings, poor sanitation and lack of 

teachers undermine the quality of education and create barriers to learning. Addressing these 

infrastructure-related challenges is essential to creating the right environment for an effective 

teaching and learning experience. 

Additionally, cybersecurity threats are becoming more common as educational institutions 

increasingly rely on digital channels for distribution. The vulnerability of sensitive data to cybercrime 

such as phishing, DDoS attacks, and ransomware poses a serious threat to student privacy and 

institutional security. Strict online security measures including data encryption and auditing routinely 

are essential to mitigate this threat and protect sensitive information. Measures such as monitoring 

CCTV and implementing mental health information systems to ensure safety are the need of the hour. 

In response to these challenges, concerted efforts are being made to reduce risks, improve the sector 

and build resilience. Impressive investment allocations such as investing 1.1 lakh crores in Edtech, 

ǎƪƛƭƭ ŘŜǾŜƭƻǇƳŜƴǘ ŀƴŘ wϧ5 ōȅ нлно ǎƘƻǿ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ŎƻƳƳƛǘƳŜƴǘ ǘƻ ŜŘǳŎŀǘƛƻƴΦ 
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Figure 10: Education & Skill Development Sector Comparative Analysis 2023 Vs 2022 

The education sector's risk index decreased in 2023 compared to 2022. An increase in risk 

management score suggesting improvements in managing innovation, process transformation, and 

contingency planning. Phased implementation of policy frameworks ensured minimal impact from 

political and economic fluctuations. The sector grew backed by government initiatives aiming to 

establish three AI centers and introduce modern industry courses emphasizing coding, AI, IoT, 

mechatronics, drones, and soft skills to equip students for the future job market.  

Education, being a stable industry, faced regular market risks due to its necessity and long-term 

investment nature. Companies adapted to online teaching, useful during natural disasters and 

pandemics, and complied with heavy regulation, including the new education policy. Despite 

technological advancements posing data breach risks, companies are implementing rigorous data 

protection measures to mitigate such threats. 
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