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Preface   1 

 2 
 3 

Corporate India Risk Index is primarily an academic exercise to understand the level of risk that 4 

companies are facing and assist in developing a successful risk aversion plan, CIRI is a first-5 

of-its-ƍźƛŎʄǌźǔƍʄƙŕĩǔǨǌŕƙŕƛǠʄǠƦƦƐʄǠƦʄŮĩǨŮŕʄǠŵŕʄƐŕǿŕƐʄƦŭʄĩʄŇƦƙǉĩƛȆɺǔʄǌźǔƍʄŕȅǉƦǔǨǌŕʄĩƛŎʄ6 

preparedness. 7 

This Corporate risk comprises of various aspects of the businessɯspanning customer, 8 

competition, regulatory environment, business operations, technology finances, environmental 9 

factors etc. The impact of unprecedented events is significantly higher now. 10 

This Index is a comprehensive framework that draws upon global risk management best 11 

practices and comprises of 32 risk elements across 6 broad dimensions. The Risk Index is 12 

based on the principles of Lean and Six Sigma that qualify business processes by measuring 13 

effectiveness and efficiency. 14 

ICICI Lombard's Corporate India Risk Index provides a crucial tool for assessing and addressing 15 

risks, fostering resilience and adaptability in the ever-evolving global landscape. In the current 16 

climate of increasing macroeconomic uncertainties, it is essential for corporates to prioritize 17 

robust risk management. We believe that a proactive approach to risk management not only 18 

fortifies individual businesses but also contributes significantly to India's overall economic 19 

growth and stability.  20 

 21 

  22 
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The corporate landscape has evolved significantly over the 27 

past year, in addition to adapting to global uncertainties and 28 

economic pressures; it has also withstood significant 29 

technological disruption. While we live in an era that is being 30 

defined by complexity and rapid transformation, risk 31 

management is now a cornerstone of resilience and growth. 32 

As we unveil the 5th edition of the CIRI report, a CIRI score of 33 

65 for 2024 signals a lot more than just stability. It signifies a 34 

maturing approach to risk, one where businesses are no 35 

longer just reacting to challenges but actively fortifying 36 

ǠŵŕƙǔŕƐǿŕǔɗʄôŵźǔʄȆŕĩǌɺǔʄǌŕǉƦǌǠʄƦŭŭŕǌǔʄĩʄŇƦƙǉŕƐƐźƛŮʄƐƦƦƍʄĩǠʄŵƦȀʄ37 

industries across India are navigating, what is becoming an 38 

increasingly intricate risk environment.  39 

 40 

ôŵźǔʄȆŕĩǌɺǔʄǌŕǉƦǌǠʄŵźŮŵƐźŮŵǠǔʄĩʄƛƦǠĩņƐŕʄǔŵźŭǠɘʄȀŵźƐŕʄǌźǔƍʄŕȅǉƦǔǨǌŕʄǌŕƙĩźƛǔʄǨƛŇŵĩƛŮŕŎʄȀźǠŵʄĩʄ:nßnʄ41 

score of 65; businesses have made meaningful strides in the way that they manage these 42 

challenges. This is reflected in the Risk Management Index that rose from 67 to 68 signifying a 43 

proactive approach, as well as one that prioritizes resilience above all else. Across industries, 44 

organizations are no longer waiting for disruption but proactively embedding risk readiness 45 

into their everyday operations, while also creating a foundation that is designed to hold up 46 

through economic slowdowns, global uncertainty, and inflationary trends.  47 

 48 

The most defining theme of 2024 has undoubtedly been the increasing integration of AI across 49 

industries. While enhancing productivity, improving decision-making, and streamlining 50 

operations are all invaluable, the rapid adoption has also introduced a number of new risks and 51 

challenges- data privacy, cybersecurity threats, workforce displacements including ethical 52 

concerns. While India is taking proactive steps to manage these challenges, implementing 53 

stricter data protection regulations and fostering discussions around AI ethics is the need of 54 

the hour. The balance that we strike now, between innovation and caution, is likely to shape 55 

how businesses handle emerging technologies and disruption in the years to come.  56 

 57 

Mr. Sanjeev Mantri 
MD & CEO, ICICI Lombard 
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ǔźŎŕǔɘʄ nʄƐŕŎʄŇŵĩƐƐŕƛŮŕǔɘʄȣȡȣȥɺǔʄǌźǔƍʄƐĩƛŎǔŇĩǉŕʄŇƦƙǉǌźǔŕŎ- global conflicts, rising geopolitical 58 

tension, unpredictable oil prices and national elections, despite all of which industries across 59 

India have continued to push forward. While these events could easily have derailed multiple 60 

industries, what we have seen instead is a business environment that is adapting through 61 

better tech, faster digital adoption and a stronger focus on sustainability.  62 

 63 

Slowly but surely, India is moving from simply coping with volatility to building systems that 64 

ŇĩƛʄĩŇǠǨĩƐƐȆʄǠŵǌźǿŕʄźƛʄźǠɗʄaǨǌǠŵŕǌɘʄȀźǠŵʄǠŵŕʄ:ƦǌǉƦǌĩǠŕʄnƛŎźĩɺǔʄŇƦƙƙźǠƙŕƛǠʄǠƦʄǔǨǔǠĩźƛĩņźƐźǠȆʄŵĩǔʄ65 

brought to fore risks like supply chain vulnerabilities and complex regulatory landscapes. As 66 

industries continue to embrace green technologies, building resilient frameworks to navigate 67 

these complexities is going to be critical for success in the longterm. As India moves further 68 

along its path toward global leadership, we believe the risks will continue to evolve, but so will 69 

ǠŵŕʄƦǉǉƦǌǠǨƛźǠźŕǔɗʄôŵŕʄźƛǔźŮŵǠǔʄŭǌƦƙʄǠŵźǔʄȆŕĩǌɺǔʄ:nßnʄǌŕǉƦǌǠʄǌŕźƛŭƦǌŇŕʄĩʄǉƦȀŕǌŭǨƐʄǠǌǨǠŵəʄǌŕǔźƐźŕƛŇŕʄ70 

is no longer reactive, it is strategic, intentional and is built into the fabric of every forward-71 

thinking organization. 72 

 73 

 74 

 75 

 76 

 77 

 78 

 79 

 80 

 81 

 82 

 83 

 84 

 85 

 86 

 87 

 88 

 89 

 90 

 91 

 92 

 93 
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 100 

Foreword 101 

 102 
 103 

The CIRI Country Report 2024 offers an insightful look into 104 

India's dynamic and evolving risk landscape, spotlighting 105 

the key sectors that continue to drive the ƛĩǠźƦƛɺǔʄŮǌƦȀǠŵʄ106 

despite global challenges. This report covers critical 107 

industries, including pharmaceuticals, healthcare, 108 

automotive & ancillary, manufacturing, banking & finance, 109 

infrastructure, and technology. Each of these sectors 110 

ǔŵƦȀŇĩǔŕǔʄ nƛŎźĩɺǔʄ ǌŕǔźlience, innovation, and strategic 111 

adaptation as they navigate risks while driving forward 112 

national economic growth. 113 

 114 

As we reflect on 2024, we find that the identification of 115 

which risks to manage, and managing them effectively, is 116 

the true differentiator. Businesses across India face a complex web of challenges: geopolitical 117 

shifts, economic volatility, supply chain disruptions, and fast-paced technological 118 

advancements. The Corporate India Risk Index (CIRI), developed in partnership by ICICI 119 

Lombard and Frost & çǨƐƐźǿĩƛɘʄǨƛŎŕǌǔŇƦǌŕǔʄŵƦȀʄnƛŎźĩɺǔʄņǨǔźƛŕǔǔŕǔʄĩǌŕʄŕǿƦƐǿźƛŮʄǠŵŕźǌʄǌźǔƍʄ120 

management frameworks to stay ahead in this rapidly changing envźǌƦƛƙŕƛǠɗʄôŵźǔʄȆŕĩǌɺǔʄ121 

report reveals a significant shiftɰwhile risk exposure has remained relatively constant across 122 

many sectors, risk management strategies have been enhanced. 123 

 124 

nƛŎźĩɺǔʄĩņźƐźǠȆʄǠƦʄĩŎĩǉǠʄĩƛŎʄǌŕŇƦǿŕǌʄźǔʄŕǿźŎŕƛǠʄźƛʄǔŕŇǠƦǌǔʄƐźƍŕʄÜŵĩǌƙĩŇŕǨǠźŇĩls, Healthcare 125 

Delivery, Automotive & Ancillary, and Manufacturing, which stand out as the leaders in risk 126 

management. These industries have excelled not only by addressing immediate risks but also 127 

by proactively embedding long-term resilience into their operations. For instance, 128 

Mr. Aroop Zutshi 
Global President and Managing 

Partner, Frost & Sullivan 
 



9 

Corporate India Risk Index 2024  

 

 

Pharmaceuticals continue to build on their global supply chain robustness and regulatory 129 

compliance frameworks, while the Automotive & Ancillary sectors are accelerating innovation, 130 

positioning India as a key player in the global electric vehicle and advanced manufacturing 131 

space. 132 

 133 

The broader risk landscape is being shaped by emerging technological disruptions, regulatory 134 

pressures, and a shifting global economy. Industries like Banking and Finance and Healthcare 135 

have invested heavily in digital transformation, cybersecurity, and data privacy to protect 136 

against evolving threats. At the same time, sectors such as Infrastructure & Realty and 137 

Technology have prioritized sustainability and innovation, adapting to new demands for 138 

greener solutions, smarter cities, and digital economies. This strategic shift towards digital and 139 

ǔǨǔǠĩźƛĩņƐŕʄǉǌĩŇǠźŇŕǔʄźǔʄĩʄŵĩƐƐƙĩǌƍʄƦŭʄnƛŎźĩɺǔʄŕǿƦƐǿźƛŮʄŇƦǌǉƦǌĩǠŕʄǌŕǔźƐźŕƛŇŕɗ 140 

 141 

The transformative impact of Artificial Intelligence (AI) has been another defining feature of 142 

2024, reshaping industries and risk management strategies alike. AI-driven solutions have 143 

empowered businesses to predict risks more accurately, streamline operations, and enhance 144 

customer experience. AI's role in enhancing data analysis, automating risk mitigation 145 

strategies, and optimizing decision-making processes is becoming increasingly critical. As 146 

businesses continue to embrace AI, they are not only enhancing their competitiveness but also 147 

fortifying their risk management capabilities in an increasingly complex world. The adoption of 148 

AI across sectors has the potential to unlock new efficiencies, reduce operational risks, and 149 

help organizations stay ahead in a rapidly evolving market landscape. 150 

 151 

ôŵźǔʄȆŕĩǌɺǔʄǌŕǉƦǌǠʄŕƙǉŵĩǔźȐŕǔʄǠŵŕʄŮǌƦȀźƛŮʄźƙǉƦǌǠĩƛŇŕʄƦŭʄǉǌŕŎźŇǠźǿŕʄǌźǔƍʄƙĩƛĩŮŕƙŕƛǠʄĩƛŎʄǠŵŕʄ152 

critical need for businesses to stay agile. As sectors continue to embrace digital technologies 153 

like AI, automation, and blockchain, understanding and mitigating risk will remain key to 154 

unlocking future opportunities. The role of data-driven insights in shaping risk management 155 

strategies cannot be overstated, and this report aims to empower stakeholders with the tools 156 

and knowledge to navigate the future with confidence.  157 

 158 

 159 

 160 

 161 

 162 

 163 

 164 
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 176 

Executive Summary 177 

 178 
 179 

CIRI is a first-of- its-ƍźƛŎʄǌźǔƍʄƙŕĩǔǨǌŕƙŕƛǠʄǠƦƦƐʄǠƦʄŮĩǨŮŕʄǠŵŕʄƐŕǿŕƐʄƦŭʄĩʄŇƦƙǉĩƛȆɺǔʄǌźǔƍʄŕȅǉƦǔǨǌŕʄ180 

and preparedness. ʄŵźŮŵŕǌʄǔŇƦǌŕʄǌŕŭƐŕŇǠǔʄĩʄŇƦƙǉĩƛȆɺǔʄĩņźƐźǠȆʄǠƦʄƙĩƛĩŮŕʄǌźǔƍǔʄŕŭŭŕŇǠźǿŕƐȆɘʄ181 

allowing them to adopt tailored risk management strategies that ali gn with their specific risk 182 

landscape. 183 

The 5th edition of ICICI Lombard's Corporate India Risk Index (CIRI) reveals a slight 184 

improvement in risk management practices, despite facing global challenges such as inflation, 185 

geopolitical tensions, and global ecoƛƦƙźŇʄǔƐƦȀŎƦȀƛǔɗʄiƦȀŕǿŕǌɘʄnƛŎźĩɺǔʄŕŇƦƛƦƙźŇʄĩŇǠźǿźǠȆʄ186 

continued to show resilience, resulting in a Corporate India Risk Index 2024 score of 65, 187 

indicating "optimized risk handling" with potential for further refinement. The company has 188 

released the study in continued collaboration with Frost and Sullivan, a leading global 189 

management consulting firm. 190 

Key Stats 191 

India Risk Index Score increased from 2023 due to improvement in risk management which 192 

was combating the increase in the risk exposure compared to 2023.  193 

Key Factors Comparison 2024  2023  

Corporate India Risk Index 65 64 
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Corporate India Risk Management 68 67 

Corporate India Risk Exposure 65 64 

 194 

The findings of the 2024 ŕŎźǠźƦƛʄƦŭʄǠŵŕʄßźǔƍʄnƛŎŕȅʄǔŵƦȀʄǠŵĩǠʄƛźƛŕʄǔŕŇǠƦǌǔʄǔŕŇǨǌŕŎʄɹçǨǉŕǌźƦǌʄßźǔƍʄ195 

nƛŎŕȅɺʄĩƙƦƛŮǔǠʄĩƐƐʄȣȡʄǔŕŇǠƦǌǔɘʄźƛŎźŇĩǠźƛŮʄǔǨǉŕǌźƦǌʄǌźǔƍʄŵĩƛŎƐźƛŮʄĩƛŎʄƙĩƛĩŮŕƙŕƛǠɗʄôŵŕǔŕʄ196 

sectors include Pharmaceuticals, Healthcare Delivery, Automotive & Ancillary, Manufacturing, 197 

Metals & Mining, Telecom & Communication, BFSI, Tourism & Hospitality and Transportation & 198 

Logistics 199 

In 2024, sectors like Pharmaceuticals, Healthcare Delivery, Automotive & Ancillary, and 200 

Manufacturing stood out with the best risk management practices, demonstrating resilience 201 

amidst global economic uncertainties and regulatory challenges. These industries faced risks such 202 

as supply chain disruptions, rising raw material costs, and geopolitical tensions, but their proactive 203 

risk management strategies, including digital transformation and strategic policy reforms, enabled 204 

them to mitigate these challenges effectively.  205 

The Chemicals and Metal & Mining sectors saw the maximum improvement in risk 206 

management compared to last year. The Chemicals sector benefited from adapting to 207 

regulatory changes and focusing on sustainability practices, supported by government 208 

initiatives like Atmanirbhar Bharat and the PLI scheme, which helped reduce import 209 

dependency.  210 

However, the Telecom and New Age sectors saw the most significant downgrade in their risk 211 

profiles in 2024. The Telecom sector faced challenges like rising spectrum costs, regulatory 212 

scrutiny, and the pressure of 5G infrastructure upgrades, while the New Age sector struggled 213 

with reduced venture capital funding, regulatory uncertainties, and a shift towards profitability 214 

over growth.  215 

  216 
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 218 
 219 

ICICI Lombard Corporate India Risk Index is a 220 

one of its kind, unified, credible, standardized 221 

corporate Risk Index that spans over the 222 

country level, the industry level, and the 223 

company level. The index has a comprehensive 224 

sector coverage. 225 

Aerospace and Defence, Agriculture and Food 226 

Processing, Automotive and Ancillary, BFSI, 227 

Biotech & Life sciences, Chemicals and 228 

Petrochemicals, Education Skill Development, 229 

Energy, FMCG, Healthcare Delivery, Infra and Realty, IT/ITES, Manufacturing, Media and 230 

Gaming, Metals and Mining, New Age & Startup, Pharmaceuticals, Telecom and 231 

Communication Technology, Tourism and Hospitality, Transportation and Logistics. 232 

The impact is identified across key business risk (internal and external) under the following 233 

ɹçǠǌĩǠŕŮźŇʄßźǔƍʄ ǌŕĩǔɺɘʄôŵŕʄn:n:nʄ¢ƦƙņĩǌŎʄ:ƦǌǉƦǌĩǠŕʄnƛŎźĩʄßźǔƍʄnƛŎŕȅʄaǌĩƙŕȀƦǌƍʄŇƦƙǉǌźǔŕǔʄƦŭʄ234 

32 risk elements across 6 broad dimensions. 235 

 236 

Market and Economic Risk 237 

 238 
 239 

Corporate Risks arising due to market and economy related factors, such as internal or external 240 

political uncertainty, global slowdown, taxation -regulatory changes etc. Market and economy 241 

ǌŕƐĩǠŕŎʄǌźǔƍǔʄĩǌŕʄĩƐǔƦʄźŎŕƛǠźŭźŕŎʄĩǔʄɹçȆǔǠŕƙĩǠźŇʄßźǔƍǔɺɘʄȀŕʄŵĩǿŕʄŭǨǌther classified the risks into 242 

below mentioned categories. 243 

Â Inflation: Inflation is the general increase in prices within the economy. The rising prices for 244 

businesses could result in bigger production spending and a fall in profitability. The 245 

companies should be attentive, acute, and responsive to changes in inflation to efficiently 246 

manage the prices of final products. 247 

Â Taxation: In a large democracy like India, complexity of multiple taxes (multiple taxes like 248 

GST, custom duties, central excise duty, etc.) is a major concern. The changing legislations, 249 

increased scrutiny by tax authorities and increasing public attention are together resulting 250 
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in tax risks for organizations. There is, thus an increasing urgency for firms to manage their 251 

tax affairs efficiently to minimize tax risks. 252 

Â Regulatory Risks: Regulatory risk is the risk of changes in regulations and laws that might 253 

affect an industry or businesses. The regulatory changes can pertain to tariffs and trade 254 

policies, business laws pertaining to employment, minimum wage laws, financial 255 

regulation, Foreign Direct Investment etc. 256 

Â Foreign Exchange Risk: The exchange rate plays an important role for firms who export 257 

goods and import raw materials. The fluctuations in foreign exchange will have great 258 

impacts on the prices of traded goods. For example, if the currency depreciates 259 

(devaluation), the exporting firms will benefit. However, the firms importing raw materials 260 

will face higher costs on imports. The firms need to hedge their exposure to foreign 261 

exchange risks to insulate themselves from the impact from forex changes. 262 

Â Geo-political Tension: Geopolitical risk means the political and economic risks that are a 263 

potential threat to the financial and operational stability of companies. 264 

Â Competitive risk: Competitive risk is the risk associated with the fact that there are multiple 265 

companies competing in the market, each seeking to obtain the highest position and 266 

consumer ratings, to gain maximum benefits for themselves. The companies devise 267 

different strategies to garner a higher market share and acquire customers from 268 

competitors. Any failure in managing the competitive stand could lead to losses in business, 269 

thereby making marketing and competition a major risk in market. 270 

 271 

Technology Risk 272 

 273 

Technology risks are also identified as information technology related risks which may arise 274 

due to failure of any installed hardware or software system, spam, viruses or any malicious 275 

attack. Also delay/over/under adoption of trending disruptive technologies can lead to 276 

technology related risks. We have classified the risks in below mentioned categories. 277 

Â Innovation Risk / Obsolete Technology: Innovation is the key to success in all the industries. 278 

Risk of redundancy and losing out to competition on account of poor R&D is a major 279 

concern. 280 

Â Intellectual Property risk: Dependence on trade secrets and unpatented proprietary know-281 

how. 282 

Â Disruptive Technologies: These will fundamentally alter the financial prospects of the 283 

industry. 284 

Â Data Compromise: Hardware failure refers to malfunctions within the electronic circuits or 285 
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electromechanical components (disks, tapes) of a computer system; Software failure refers 286 

to an operating system crash. Such failures lead to stoppage of entire computer or 287 

operating systems creating substantial losses to business. 288 

 289 

Operational and Physical Risk 290 

 291 

Risk of losses caused due to faulty or failed processes, systems or human resource related 292 

inefficiencies are classified as operational and physical risks. We have classified Operational 293 

& Physical risks in below mentioned categories. 294 

Â Critical Infrastructure Failure / Machine Breakdown: Industries with a heavy dependence on 295 

machinery consider any rise in machinery breakdowns a hindrance to their businesses 296 

operations. An untimely equipment breakdown can bring businesses to a standstill or be 297 

the root cause for fires and explosions. Mostly, human errors and deferred maintenances 298 

are the major reasons for such breakdowns. The companies should actively invest in timely 299 

maintenance of all machineries. 300 

Â Business Continuity / Sustainability: Non adoption of Business Continuity/ Sustainability 301 

Plans and Lack of Internal Control tools would result in: Failure of businesses, Brand Equity 302 

/ Loss of reputation, Financial Loss, Business model Failure, Ineffective 303 

engagement/communication with stakeholders, Losses in productivity, Lack of opportunity 304 

monitoring. 305 

Â Supply chain risk: Raw Material unavailability and Heavy Dependence on Global Supply 306 

Chains / Supplier concentration risk. Unavailability of raw materials owing to disruption in 307 

the supply chain or heavy dependency on one source (company/country) which is unable 308 

to supply owing to some geo- political tensions, fires, or any other incidents. Transportation 309 

is one of the key activities for companies making it an important risk to mitigate. The loss of 310 

goods in transit and spillage is one of the major concerns as it accounts for a sizeable loss 311 

of revenue to companies. 312 

Â Commodity Price Risk - Volatility in prices of raw materials: The fluctuations in raw material 313 

prices creating a margin pressure / top-line pressure in the scenario of rising input costs. 314 

Â Portfolio Risk: Loss of key customers, Customer concentration - Key customers accounting 315 

for a larger share of revenue, Over-dependence on suppliers, Business Model Risk: 316 

Transformative changes in business model, Tail Risks: Ability to overcome or manage 317 

extreme worst-case scenarios. 318 

Â Environmental Hazard Risk: Any environmental hazard having the potential to affect the 319 
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surrounding environment. 320 

Â Workplace Accident: Fire and Explosion Hazards, Containment Incidents, Workplace 321 

Injuries 322 

Â Human Resource: Key person risk: This risk occurs when a business or business unit 323 

becomes heavily reliant on a key individual. Talent acquisition and retention - The 324 

companies require a highly skilled labor force for R&D as well as continuous production. 325 

Accessing skilled resources and expertise on an on-going basis is one of the major 326 

challenges; moreover, retention of trained staff is imperative. Labor shortages, Union Strikes 327 

& Industrial Actions, Employee health, safety, and security (SHE/Sustainability risk). 328 

Â Financial Risk: Financial Reporting Risk: Material misstatement of Financial Statements, 329 

whether due to fraud or error. Interest rates and equity prices: Interest rate risk arising out 330 

of working capital borrowings at variable rates. Equity price fluctuations affect the 331 

:ƦƙǉĩƛȆɺǔʄźƛŇƦƙŕʄƦǌʄǠŵŕʄǿĩƐǨŕʄƦŭʄźǠǔʄholdings of financial instruments. Liquidity Risk (Credit 332 

Risk / Receivables). 333 

Â Breaches of law (local/ international): Voluntary/ involuntary breaches of law can lead to 334 

costly lawsuits. 335 

 336 

Crime & Security Risk 337 

 338 

Cybersecurity risks relate to the loss of confidentiality, integrity, or availability of information, 339 

data, or information (or control) systems and reflect the potential adverse impacts to 340 

organizational operations. These attacks can cause major financial losses, reputational harm, 341 

and a loss of client trust. Regarding cybersecurity, the BFSI industry in India has several 342 

difficulties, including difficult-to-secure legacy systems, a shortage of qualified cybersecurity 343 

personnel, and the requirement for ongoing system and network monitoring. There is a 344 

significant investment in cybersecurity tools like network monitoring, endpoint security, access 345 

control, and threat intelligence. Many organizations are also implementing cutting-edge 346 

technology like artificial intelligence and machine learning to strengthen their security posture. 347 

We have classified Crime & Security risks in below mentioned categories. 348 

Â Cyber Crimes: Data Theft, Spam, scams and phishing, Hacking, Malwares and Viruses, 349 

Piracy, Fraud, Corruption, Malicious attacks 350 

Â Counterfeiting: Counterfeiting of goods/services leads to loss of revenues, profits and 351 

ultimately affects the brand equity  352 

Â Threat to Women Security 353 

Â Terrorism: Un-lawful use of violence and intimidation, especially against civilians, in the 354 
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pursuit of political aims. 355 

 356 

Natural Hazard Risk 357 

 358 

A natural hazard is the threat of an event that will likely have a negative impact. A natural 359 

disaster is the negative impact following an actual occurrence of natural hazard if it 360 

ǔźŮƛźŭźŇĩƛǠƐȆʄŵĩǌƙǔʄĩʄŇƦƙƙǨƛźǠȆɗʄAǨŕʄǠƦʄnƛŎźĩɺǔʄŮŕƦŮǌĩǉŵźŇĩƐʄstructure, it is one of the most 361 

disaster-prone countries in the world. Natural hazards like floods, earthquakes, landslides, and 362 

cyclones are common risks faced by India. The situation has worsened due to rise in GHG 363 

emissions, loss of biodiversity, deforestation, and degradation of environment. Natural 364 

disasters hamper the day-to-day operations of corporates, and it is important for them to 365 

understand that such risks cannot go unheeded. Over the years, Indian corporates have learnt 366 

to mitigate such risks by diversifying their supply chains, having multiple logistics partners, 367 

diversified geographical presence and multiple vendors. 368 

Â Pandemic and other global epidemic diseases: Risk to business owing to disruptions caused 369 

by global pandemic scale events like the COVID-19 pandemic 370 

 371 

Strategic Risk 372 

 373 

Strategic risk is the risk of undesirable outcomes of business decisions which may impact a 374 

company. Strategic risk is often a major factor in determining a company's worth, particularly 375 

observable if the company experiences a sharp decline in a short period of time. Several factors, 376 

such as unethical or unlawful activities, poor customer service, product recalls, data breaches, 377 

or unfavorable media coverage, can lead to strategic risk. An organization's reputation can be 378 

severely harmed by a single negative incident, such as a high- profile data breach or fraud 379 

scandal, resulting in a loss of clients, income, and market share. 380 

Â Resource scarcity / Misutilization / Overall Utilization: Difficulties in acquisition of land, water, 381 

fuel, or other resources for operations of business. 382 

Â Public Sentiment: Current events playing out in the public scene can change the public 383 

sentiment. 384 

Â Delay in execution of projects: Delays in execution of projects can surge in the capex. 385 

Â Increased number of recalls and quality audits: Impacts both the brand equity and increased 386 

operational expenses. 387 

Â Failed / Hostile Mergers & Acquisitions: High dependence on inorganic growth. 388 
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Bottom - Up Risk Assessment 391 

Approach  392 

 393 
 394 

 395 
Figure 1: Risk Assessment Approach 396 

 397 

1. Evaluation Parameters*: The index maps the risks faced by any enterprise basis of 398 

Awareness, Probability, Criticality and Preparedness against the defined Risk elements. 399 

The evaluation Parameters are defined as: 400 

ɡ Awareness - Level of awareness of potential risk affecting the firm.  401 

ɡ Probability - Likelihood of risk to affect the business goals of the firm adversely. 402 

ɡ Criticality - Level of impact of the identified risk on the success of business goals. 403 

ɡ Preparedness - Risk handling practices/ mechanisms already in place to  handle the risk. 404 

 405 

2. Determining Risk Importance*: Importance/Impact of individual risk element is established 406 

against individual sector based on the published corporate risk reports, in depth sector 407 
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understanding by F&S team and SMEs. 408 

 409 

 410 

3. Calculating Maximum Sector Risk Score: Weighted Sum of all risk elements based on their 411 

importance to the respective sector. 412 

4. Company Level*: All the Risk Index scores for companies in a sector are averaged to 413 

represent the sector; and sectors average to India. Risk Exposure is defined as the function 414 

ƦŭʄŇƦǌǉƦǌĩǠŕɺǔʄßźǔƍʄ ȀĩǌŕƛŕǔǔʄĩƛŎʄÜǌƦņĩņźƐźǠȆʄƦŭʄǌźǔƍʄƦŇŇǨǌǌŕƛŇŕɗʄßźǔƍʄ¬ĩƛĩŮŕƙŕƛǠʄźǔʄ415 

defined as the function of an enterprise risk preparedness and criticality risk impact 416 

assessment. 417 

  418 
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Defining the Risk Scale 419 

 420 
 421 

We have selected 20 sectors to understand the current stand of our country today in terms of 422 

risk. Risk for various sectors is measured on the risk exposure scale and risk management 423 

scale. 424 

 425 

A. ICICI Lombard Corporate Risk Exposure ɯ Scale 426 

Risk Exposure: The impact of any internal, external or strategic occurrence on the financial 427 

performance of an organization is defined as the corporate risk exposure.  428 

Risk has traditionally been seen as something to be avoided ɯ with the belief that if behavior is 429 

ǌźǔƍȆɘʄźǠɺǔʄƛƦǠʄǔƦƙŕǠŵźƛŮʄĩʄņǨǔźƛŕǔǔʄǔŵƦǨƐŎʄǉǨǌǔǨŕɗʄ9ǨǠʄǠŵŕʄǿŕǌȆʄƛĩǠǨǌŕʄƦŭʄņǨǔźƛŕǔǔʄźǔʄǠƦʄǠĩƍŕʄ430 

risks to attain growth. Risk can be a creator of value and can play a unique role in driving 431 

business performance.  432 

 433 

¢ŕǠɺǔʄƐƦƦƍʄĩǠʄǠŵŕʄǌźǔƍʄŕȅǉƦǔǨǌŕʄǔŇĩƐŕɗ 434 

 435 
 436 
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 437 

 438 

 439 

B. ICICI Lombard Corporate Risk Management ɯ Scale 440 

Risk Management: Identification, Evaluation and Prioritization of corporate risks followed by 441 

well- coordinated steps to minimize the occurrence of uncertainties in the foreseeable future is 442 

defined as the Corporate Risk Management.  443 

The risk management scale works in the opposite to that of the risk exposure scale.  444 

 445 

¢ŕǠɺǔʄƐƦƦƍʄĩǠʄǠŵŕʄǌźǔƍʄƙĩƛĩŮŕƙŕƛǠʄǔŇĩƐŕ. 446 

 447 

 448 
 449 

 450 

 451 

 452 

 453 

 454 

 455 
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 457 

 458 

 459 

                                                         460 

C. ICICI Lombard Corporate Risk Index ɯ Scale 461 

Risk Index: Risk Index is a measurement tool to gauge the level of Risk Exposure against Risk 462 

Preparedness. The score intends to give companies/Sector/Country access to an extensive 463 

and quantifiable metrics of risk management. 464 

 465 

¢ŕǠɺǔʄƐƦƦƍʄĩǠʄǠŵŕʄǌźǔƍʄnƛŎŕȅʄǔŇĩƐŕɗ 466 

 467 
 468 

 469 

 470 
  471 
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India -  Resilient Growth and 472 

Superior Risk Management  473 

 474 
 475 

IƛʄȣȡȣȥɘʄnƛŎźĩɺǔʄŎźǿŕǌǔŕʄǔŕŇǠƦǌǔʄŎŕƙƦƛǔǠǌĩǠŕŎʄǔźŮƛźŭźŇĩƛǠʄŮǌƦȀǠŵʄĩƛŎʄǌŕǔźƐźŕƛŇŕɘʄƐŕǿŕǌĩŮźƛŮʄ476 

technological advancements, strategic reforms, and proactive risk management to navigate an 477 

evolving economic landscape. Despite global challenges, industries embraced innovation, 478 

digital transformation, and sustainable practices, positioning themselves for long-term 479 

success. 480 

In this year, the integration of Artificial Intelligence (AI) across various sectors presented both 481 

significant opportunities and risks. While AI-driven innovations enhanced productivity, 482 

decision-making, and customer engagement, the adoption also raised concerns around data 483 

privacy, cybersecurity, and workforce displacement. India navigated these risks by 484 

implementing robust data protection regulations and promoting AI ethics in the development 485 

and deployment of technology. Additionally, the government and private sector invested in 486 

reskilling programs, ensuring the workforce was equipped to adapt to the evolving digital 487 

landscape. AI's strategic implementation across sectors like BFSI, healthcare, and 488 

manufacturing helped India enhance operational efficiency while balancing the challenges 489 

posed by rapid technological transformation.  490 

The Aerospace & Defence sector saw substantial advancements as India attracted global 491 

aerospace companies seeking to strengthen supply chains. Local firms expanded their 492 

capabilities, particularly in the growing private space sector, driving both revenue growth and 493 

global competitiveness. The Agri & Food Processing sector turned to precision farming and AI-494 

driven analytics to enhance productivity, while renewable energy solutions like solar-powered 495 

cold storage reduced post-harvest losses, improving sustainability and efficiency. 496 

In the Automotive sector, the shift toward electric vehicles (EVs) gained momentum, supported 497 

by government schemes aimed at promoting EV adoption. Major manufacturers expanded 498 

their EV portfolios, addressing both sustainability goals and evolving consumer demands. The 499 

BFSI sector continued its digital transformation, with AI integration enhancing fraud detection 500 

and compliance, further improving security and efficiency.  501 

The Biotech & Lifesciences sector experienced accelerated growth, particularly in genomics 502 

and vaccine development, with India solidifying its role as a global leader in pharmaceutical 503 

ƙĩƛǨŭĩŇǠǨǌźƛŮɗʄ ôŵŕʄ ǔŕŇǠƦǌɺǔʄ źƛƛƦǿĩǠźƦƛɘʄ ǔǨǉǉƦǌǠŕŎʄ ņȆʄ ǉǨņƐźŇʄ ĩƛŎʄ ǉǌźǿĩǠŕʄ źƛǿŕǔǠƙŕƛǠǔɘʄ504 

enhanced healthcare technology and medical devices. In Chemicals & Petrochemicals, India 505 
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attracted significant investments to meet rising demand, driven by growing consumption from 506 

its expanding middle class, while the Education sector embraced AI and digital learning 507 

platforms, expanding access to quality education and equipping the workforce for future 508 

demands in emerging technologies. 509 

The Energy sector made substantial progress towards sustainability, with a focus on 510 

renewable energy, including ultra-mega solar parks and offshore wind projects. These 511 

initiatives were supported by favorable government policies and decreasing costs of clean 512 

energy technologies. The FMCG sector adapted to inflationary pressures by shifting focus 513 

towards premium products and e-commerce platforms, which were increasingly driving sales, 514 

particularly in rural markets. 515 

In Healthcare, there was significant growth fueled by digital innovations such as telemedicine 516 

and AI-driven diagnostics, which helped improve access and efficiency in healthcare delivery. 517 

India also continued to strengthen its position as a global hub for medical tourism, offering 518 

competitive treatment options. The Real Estate sector benefitted from increased demand in 519 

affordable housing and infrastructure development, with commercial real estate seeing steady 520 

growth and an emphasis on sustainable  building practices. 521 

The IT sector continued to thrive despite global challenges, driven by demand for cloud 522 

services, cybersecurity solutions, and AI technologies. Tier 2 and 3 cities emerged as new tech 523 

hubs, with government support enhancing regional tech expansion. The Pharmaceutical sector 524 

saw an uptick in exports and domestic manufacturing, with reduced dependence on imports 525 

and new product launches in global markets bolstering its growth. In Manufacturing, India 526 

focused on boosting production through initiatives like the Production-Linked Incentive 527 

schemes, especially in electronics and EV manufacturing, which also contributed to job creation 528 

and supply chain resilience. The "China + 1" strategy adopted by global firms has played a 529 

pivotal role in shaping India's manufacturing sector. While it has increased risk exposure, it has 530 

also driven companies to invest in more sophisticated, globally relevant risk management 531 

practices, strengthening the sector's resilience and positioning India as a key player in global 532 

supply chains. 533 

Media & Entertainment saw continued growth, with OTT platforms gaining popularity, 534 

especially in regional content. The Gaming industry also flourished, becoming a key revenue 535 

generator as mobile gaming gained dominance. In Steel and Mining, investments in 536 

decarbonization and digitalization allowed the sectors to reduce environmental impact and 537 

enhance operational efficiency. Startups saw substantial funding despite global slowdowns, 538 

with SaaS, fintech, and D2C brands leading the charge in innovation and market expansion. 539 

The Telecom sector expanded 5G coverage and rural internet penetration, narrowing the 540 

digital divide and improving connectivity across the country. The Tourism & Hospitality sector 541 
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rebounded strongly, attracting both  domestic and international visitors, with eco-conscious 542 

travelers opting for sustainable tourism options and luxury experiences. Finally, the Logistics 543 

sector benefited from advancements in automation and multimodal connectivity, reducing 544 

costs and improvźƛŮʄŕŭŭźŇźŕƛŇȆɘʄȀŵźƐŕʄǠŵŕʄŮƦǿŕǌƛƙŕƛǠɺǔʄ®ĩǠźƦƛĩƐʄ¢ƦŮźǔǠźŇǔʄÜƦƐźŇȆʄǔǠǌŕĩƙƐźƛŕŎʄ545 

operations, cutting transit times and enhancing cross-sector integration. 546 

nƛʄǔǨƙƙĩǌȆɘʄȣȡȣȥʄǔĩȀʄnƛŎźĩɺǔʄǔŕŇǠƦǌǔʄŎźǔǉƐĩȆʄǌŕǔźƐźŕƛŇŕʄĩƛŎʄĩŎĩǉǠĩņźƐźǠȆɘʄĩŎŎǌŕǔǔźƛŮʄŕƙŕǌŮźƛŮʄ547 

risks throuŮŵʄźƛƛƦǿĩǠźƦƛɘʄŎźŮźǠĩƐʄĩŎƦǉǠźƦƛɘʄĩƛŎʄǔǨǔǠĩźƛĩņźƐźǠȆʄźƛźǠźĩǠźǿŕǔɗʄôŵŕʄŇƦǨƛǠǌȆɺǔʄƦƛŮƦźƛŮʄ548 

focus on risk management, technological advancement, and strategic reforms has positioned 549 

its economy for continued growth and transformation, paving the way for India t o solidify its 550 

place as a global economic leader.  551 
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India Showcasing an 552 

Optimized Risk Handling 553 

 554 
 555 

 556 
Figure 2: Corporate India Risk Index 2024 557 

 558 

A score of 65 on the Corporate Risk Index indicates optimal handling of risk by the Indian 559 

companies. In 2024, India faced significant market, economy, and operational risks across 560 

various sectors, highlighting areas for improvement in the coming years. The year was further 561 

complicated by global events such as the ongoing Israel-Palestine conflict, which led to 562 

geopolitical instability and fluctuations in global oil prices. The rise of recession fears in major 563 

economies like the United States and Europe disrupted supply chains and created demand 564 

uncertainties, impacting Indian exports and manufacturing. Investor sentiment in India remains 565 

flat in 2024, reflecting the cautious behavior of Angel and VC investors globally. This persistent 566 

challenge, which has carried over from 2023, highlights ongoing risks in the market and 567 

underscores the uncertainty that continues to affect investment decisions in the country. 568 

ŎŎźǠźƦƛĩƐƐȆɘʄnƛŎźĩɺǔʄƛĩǠźƦƛĩƐʄŕƐŕŇǠźƦƛǔʄźƛŇǌŕĩǔŕŎʄǌźǔƍʄŕȅǉƦǔǨǌŕɘʄȀźǠŵʄǉƦƐźǠźŇĩƐʄǨƛŇŕǌǠĩźƛǠȆʄĩƛŎʄ569 
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policy shifts potentially affecting business operations, investor confidence, and sectoral 570 

reforms. These global and domestic challenges underscored the need for stronger risk 571 

management frameworks and adaptive strategies across India's industries to navigate future 572 

uncertainties effectively. 573 

In response to the heightened risks in 2024, companies across India have increasingly focused 574 

on strengthening their risk management frameworks. With the backdrop of global 575 

uncertainties, such as geopolitical conflicts and economic slowdowns, alongside domestic 576 

challenges like the national elections, businesses have prioritized proactive risk identification, 577 

mitigation strategies, and resilience-building measures. This shift reflects a broader trend of 578 

embedding risk management into corporate strategy, with an emphasis on agility, digital 579 

transformation, and sustainability . 580 

As a result, sectoral risk indices have remained within the superior and optimal risk index range, 581 

demonstrating that most industries in India have effectively managed the challenges they 582 

faced. Through a combination of technological innovations, regulatory compliance, and 583 

strategic planning, sectors have been able to maintain stability and navigate both internal and 584 

external risks. This disciplined approach to risk management has ensured that, despite various 585 

ǉǌŕǔǔǨǌŕǔɘʄnƛŎźĩɺǔʄǔŕŇǠƦǌǔʄǌŕƙĩźƛŕŎʄȀŕƐƐ-positioned for sustainable growth and continued 586 

progress in 2024. 587 

 588 

Below is a broader categorization of sectors in terms of risk index: 589 
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 591 

Figure 3: Corporate India Risk Index 2024 Sector Score 592 

 593 

 594 

Superior Risk Index 595 

Superior risk handling was found in nine industrial sectors:, Pharmaceuticals, Healthcare 596 

Delivery, Automotive & Ancillary, Manufacturing, Metals & Mining, Telecom & Communication, 597 

BFSI, Tourism & Hospitality, and Transportation & Logistics. 598 

 599 

Optimal Risk Index 600 

Optimal risk handling was found in 11 industrial sectors: Media & Gaming, FMCG, Infra & 601 

Realty, Agriculture & Food processing, Biotech & Lifesciences, IT ITES, Energy, New Age & 602 

Startup, Aerospace & Defence, Chemicals & Petrochemicals and Education & Skill 603 

Development. 604 

 605 
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Aerospace & Defence  610 

 611 

nƛŎźĩɺǔʄ ŕǌƦǔǉĩŇŕʄĩƛŎʄAŕŭŕƛŇŕʄǔŕŇǠƦǌʄźƛʄȣȡȣȥʄŇƦƛǠźƛǨŕŎʄǠƦʄŎŕƙƦƛǔǠǌĩǠŕʄźƙǉǌŕǔǔźǿŕʄŮǌƦȀǠŵɘʄ612 

consolidating its position as a key player in both regional and global markets. The sector's 613 

expansion is largely ŎǌźǿŕƛʄņȆʄnƛŎźĩɺǔʄŇƦƙƙźǠƙŕƛǠʄǠƦʄƙƦŎŕǌƛźȐźƛŮʄźǠǔʄŎŕŭŕƛŇŕʄŇĩǉĩņźƐźǠźŕǔʄĩƛŎʄ614 

increasing self-reliance through strategic initiatives like "Make in India" and the Defence 615 

Acquisition Procedure (DAP). With a renewed focus on domestic manufacturing, the 616 

governmentɺǔʄ źƛŇǌŕĩǔŕŎʄ ŎŕŭŕƛŇŕʄ ǔǉŕƛŎźƛŮʄ ŵźŮŵƐźŮŵǠŕŎʄ Ǡŵŕʄ ƛĩǠźƦƛɺǔʄ ǔǠǌĩǠŕŮźŇʄ ǉǌźƦǌźǠȆʄ Ʀŭʄ617 

strengthening both military and aerospace capabilities. 618 

In 2024, the sector faced a series of challenges that tested its resilience. Global supply chain 619 

disruptions, heightened geopolitical tensions, and rapidly evolving technological demands 620 

ȀŕǌŕʄĩǠʄǠŵŕʄŭƦǌŕŭǌƦƛǠʄƦŭʄǠŵŕʄźƛŎǨǔǠǌȆɺǔʄǌźǔƍǔɗʄôŵŕʄŮƐƦņĩƐʄǔŕƙźŇƦƛŎǨŇǠƦǌʄǔŵƦǌǠĩŮŕɘʄĩʄƐźƛŮŕǌźƛŮʄ621 

issue from the previous year, continued to affect production timelines, especially for advanced 622 

defence systems and aerospace technology. To address these risks, companies within the 623 

sector focused on diversifying their supply chains, establishing more localized sources for 624 

critical components, and forming strategic partnerships with both national and international 625 

suppliers. These efforts helped mitigate the adverse effects of global disruptions. 626 

Cybersecurity also emerged as a significant concern, as the sector increasingly relied on 627 

advanced digital technologies such as artificial intelligence (AI), blockchain, and the Internet of 628 

Things (IoT). These technologies, while enhancing operational efficiency and decision-making, 629 

also opened the door to potential cyber threats. To address these risks, aerospace and defence 630 

companies ramped up their investments in cybersecurity measures, adopting state-of- the-art 631 

security frameworks, conducting regular vulnerability assessments, and implementing 632 

comprehensive data protection protocols. These efforts were designed to safeguard sensitive 633 

military and aerospace data and ensure that critical systems remained resilient against 634 

external threats. 635 

¹ƛʄǠŵŕʄǠŕŇŵƛƦƐƦŮźŇĩƐʄŭǌƦƛǠɘʄnƛŎźĩɺǔʄǉǨǔŵʄŭƦǌʄǔŕƐŭ-reliance in defence production resulted in 636 

several notable milestones in 2024. Key projects such as the Tejas Mark 2 fighter jet and the 637 

ŎǿĩƛŇŕŎʄ ¬ŕŎźǨƙʄ :ƦƙņĩǠʄ źǌŇǌĩŭǠʄ ɧ ¬: ɨʄ ŮĩźƛŕŎʄ ƙƦƙŕƛǠǨƙɘʄ ǌŕźƛŭƦǌŇźƛŮʄ Ǡŵŕʄ ƛĩǠźƦƛɺǔʄ638 

strategic goal of reducing dependency on foreign imports. Additionally, India made significant 639 

strides in enhancing its missile systems and incorporating next-generation technologies into 640 

its defence arsenal. The development and induction of advanced systems like the Light Combat 641 

iŕƐźŇƦǉǠŕǌʄ ɧ¢:iɨʄ ƙĩǌƍŕŎʄ ĩʄ ǔźŮƛźŭźŇĩƛǠʄ ǔǠŕǉʄ ǠƦȀĩǌŎʄ ǔǠǌŕƛŮǠŵŕƛźƛŮʄ Ǡŵŕʄ ŇƦǨƛǠǌȆɺǔʄ ƙźƐźǠĩǌȆʄ642 

capabilities. 643 
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Despite facing these complex challenges, the Aerospace and Defence sector in India has 644 

ǔŵƦȀŇĩǔŕŎʄǌŕƙĩǌƍĩņƐŕʄǌŕǔźƐźŕƛŇŕɗʄôŵŕʄǔŕŇǠƦǌɺǔʄĩņźƐźǠȆʄǠƦʄĩŎĩǉǠʄǠƦʄŕǿƦƐǿźƛŮʄŮƐƦņĩƐʄŎȆƛĩƙźŇǔɘʄ645 

while prioritizing domestic innovation and self-reliance, positions it for continued growth and 646 

global competitiveness. As the industry continues to embrace emerging technologies and 647 

navigate geopolitical uncertainties, it remains a crucial pillar of India's economic and strategic 648 

growth.  649 

 650 

Aerospace & Defence 
sector 

Risk 
Index 

Risk 
Exposure 

Risk 
Management 

2023  61 62 64 

2024  61 63 64 

 651 

 652 
 653 

Figure 4: Aerospace & Defence Sector Comparative Analysis 2024 Vs 2023 654 

 655 

The Aerospace & Defence sector in India saw a slight shift in its risk profile from 2023 to 2024. 656 

The sector's risk index remained the same at 61, indicating stable overall risk levels. Despite 657 

global uncertainties and industry-ǔǉŕŇźŭźŇʄ ŇŵĩƐƐŕƛŮŕǔɘʄ Ǡŵŕʄ ǔŕŇǠƦǌɺǔʄ ǌźǔƍʄ ŕȅǉƦǔǨǌŕʄ ĩƛŎʄ658 

management strategies balanced out, ensuring that the risk index did not fluctuate 659 

significantly. 660 

Risk exposure increased marginally from 62 in 2023 to 63 in 2024. This indicates that the 661 

sector faced a slightly higher degree of risk, primarily driven by external factors such as 662 

geopolitical tensions, supply chain vulnerabilities (especially due to the ongoing semiconductor 663 

shortages), and the increasing complexity of technological integration. The growing 664 

dependence on advanced technologies, such as AI and cybersecurity systems, also 665 

Risk Index

Risk ExposureRisk Management

Aerospace & Defence Sector Index 2023 Vs 2024

2024 2023
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contributed to this uptick in risk exposure. 666 

The risk management score remained constant at 64. This reflects the sector's continued focus 667 

on improving risk mitigation strategies, including investing in advanced cybersecurity 668 

frameworks, diversifying supply chains, and ramping up self-reliance in defence production 669 

through initiatives like "Make in India." These proactive measures helped stabilize the sector's 670 

risk management, ensuring it was well-equipped to handle emerging challenges despite the 671 

rise in risk exposure. 672 
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advancements in the years ahead. 673 
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Agriculture & Food Processing  674 

In 2024, India's agriculture and food processing sectors continued to be critical drivers of the 675 

economy. The agriculture sector remained a backbone for rural employment and food security, 676 

while the food processing sector saw significant growth due to rising consumer demand and 677 

government initiatives. Despite these positive developments, both sectors faced significant 678 

risks that required adaptive strategies and timely interventions. 679 

Climate change was one of the most prominent risks. Unpredictable weather patterns, 680 

including delayed monsoons, severe droughts, and flooding, severely impacted crop yields, 681 

especially for key staples like rice and wheat. The agriculture sector, highly dependent on 682 

monsoon rains, found itself vulnerable to these changing weather patterns. In response, 683 

farmers embraced climate-resilient crops and adopted more efficient irrigation systems, such 684 

as drip and sprinkler irrigation, to mitigate water scarcity. 685 

Water scarcity, exacerbated by over-reliance on traditional irrigation systems, posed another 686 

major challenge. Agriculture is the largest consumer of water in India, and insufficient rainfall 687 

in key agricultural regions further strained water resources. To address this, the government 688 

and farmers focused on better water management practices, including water conservation 689 

techniques and the promotion of rainwater harvesting. 690 

Supply chain disruptions, which were particularly highlighted during the COVID-19 pandemic, 691 

continued to pose risks to both sectors in 2024. These disruptions led to delays, increased 692 

operational costs, and limited access to markets. In the food processing sector, the unorganized 693 

market structure and fragmented supply chains led to inefficiencies and difficulties in quality 694 

control. The sector tackled these issues by enhancing infrastructure and improving logistics 695 

networks. Government schemes like the Production Linked Incentive Scheme (PLIS) and 696 

Pradhan Mantri Kisan Sampada Yojana (PMKSY) played a significant role in modernizing 697 

supply chain infrastructure and boosting processing capacities. 698 

Another challenge was the high percentage of unorganized players in the food processing 699 

sector, which affected the ability to maintain consistent quality standards. To address this, the 700 

government promoted initiatives for the formalization of the sector, streamlining market access 701 

and encouraging investments in quality control technologies. 702 

Despite these risks, both sectors displayed resilience through a combination of government 703 

policies, technological innovation, and adaptive farming and business practices. With 704 

ŇƦƛǠźƛǨŕŎʄ źƛǿŕǔǠƙŕƛǠʄ źƛʄ źƛŭǌĩǔǠǌǨŇǠǨǌŕɘʄ ǠŕŇŵƛƦƐƦŮȆɘʄ ĩƛŎʄ ǔǨǔǠĩźƛĩņƐŕʄ ǉǌĩŇǠźŇŕǔɘʄ nƛŎźĩɺǔʄ705 

agriculture and food processing sectors are positioning themselves for long-term growth, 706 

despite the ongoing challenges. The introduction of drones źƛʄnƛŎźĩɺǔʄĩŮǌźŇǨƐǠǨǌŕʄǔŕŇǠƦǌʄŵĩǔʄ707 
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started to show promising results, enabling more efficient processes and helping farmers 708 

achieve better yields. This innovation is enhancing productivity and contributing to growth in 709 

the sector. 710 

 711 

Agriculture & Food 
Processing sector 

Risk 
Index 

Risk 
Exposure 

Risk 
Management 

2023  63 64 66 

2024  63 64 66 
 712 

 713 
 714 

Figure 5: Agriculture & Food Processing Sector Comparative Analysis 2023 Vs 2024 715 

 716 

ôŵŕʄ ŮǌźŇǨƐǠǨǌŕʄʿʄaƦƦŎʄÜǌƦŇŕǔǔźƛŮʄǔŕŇǠƦǌɺǔʄǌźǔƍʄǉǌƦŭźƐŕʄǌŕƙĩźƛŕŎʄǔǠĩņƐŕʄŭǌƦƙʄȣȡȣȤʄǠƦʄ2024, 717 

with no significant changes in its Risk Index, Risk Exposure, or Risk Management scores. The 718 

ƦǿŕǌĩƐƐʄßźǔƍʄnƛŎŕȅʄǔǠĩȆŕŎʄĩǠʄȧȤɘʄźƛŎźŇĩǠźƛŮʄǠŵĩǠʄǠŵŕʄǔŕŇǠƦǌɺǔʄǌźǔƍʄŵĩƛŎƐźƛŮʄǉǌĩŇǠźŇŕǔʄǌŕƙĩźƛŕŎʄ719 

consistent, neither improving nor worsening in response to external factors. 720 

The Risk Exposure score, which remained at 64, suggests that the sector continues to face 721 

similar challenges as it did in the previous year. These challenges primarily stem from climate 722 

change, unpredictable weather patterns, water scarcity, and ongoing supply chain disruptions. 723 

ēŵźƐŕʄǠŵŕǔŕʄǌźǔƍǔʄǉŕǌǔźǔǠŕŎɘʄǠŵŕȆʄŎźŎʄƛƦǠʄŕǔŇĩƐĩǠŕʄźƛʄȣȡȣȥɘʄǉƦźƛǠźƛŮʄǠƦʄǠŵŕʄǔŕŇǠƦǌɺǔʄƦƛŮƦźƛŮʄ724 

vulnerability to external factors but without substantial deterioration.  725 

The Risk Management score remained at 66, indicatinŮʄǠŵĩǠʄǠŵŕʄǔŕŇǠƦǌɺǔʄŕŭŭƦǌǠǔʄǠƦʄƙźǠźŮĩǠŕʄǌźǔƍǔʄ726 

have been relatively effective but have reached a plateau. The consistent score reflects that 727 

while risk management strategies like technological advancements, government support 728 
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Risk ExposureRisk Management
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schemes, and improvements in irrigation and water management practices are in place, there 729 

hasn't been a marked improvement or significant changes in their implementation. The stability 730 

of these scores suggests that while the sector is managing its risks well, there are still areas 731 

that  could be strengthened to further reduce exposure and improve resilience. 732 

 733 

734 
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Automotive & Ancillary  736 

 737 

The automotive sector in India has witnessed a dynamic year in 2024, with notable growth 738 

despite global economic uncertainties and ongoing supply chain challenges. The industry has 739 

continued to evolve, driven by a surge in demand for electric vehicles (EVs), advancements in 740 

technology, and government support aimed at boosting domestic manufacturing. 741 

nƛʄȣȡȣȥɘʄnƛŎźĩɺǔʄĩǨǠƦƙƦǠźǿŕʄƙĩǌƍŕǠʄǌŕĩŇŵŕŎʄƛŕȀʄŵŕźghts, with the passenger vehicle segment 742 

growth at a fast rate. The EV market, in particular, saw a significant upswing, driven by 743 

favorable policies such as the Faster Adoption and Manufacturing of Hybrid and Electric 744 

Vehicles (FAME) scheme and incentives for electric two-wheelers. Major automakers have 745 

ramped up their EV offerings, and several new models were launched, catering to an 746 

increasingly eco-conscious consumer base. 747 

On the manufacturing front, India continues to establish itself as a global manufacturing hub, 748 

with the automotive sector benefiting from government initiatives like the Production-Linked 749 

Incentive (PLI) scheme, aimed at enhancing production capabilities and attracting investment. 750 

The sector also saw investments in expanding facilities for EV production and battery 751 

manufacturing, including a growing focus on creating domestic battery manufacturing 752 

capacity, which is crucial for supporting the EV ecosystem. 753 

However, the automotive sector in India faced several challenges in 2024. One of the key risks 754 

was the continued impact of supply chain disruptions, particularly in the availability of 755 

semiconductors, which slowed production in both the passenger vehicle and two-wheeler 756 

segments. Additionally, rising raw material costs, particularly for steel and aluminum, posed 757 

significant cost pressures on manufacturers, which were partly passed on to consumers in the 758 

form of price hikes. 759 

Another risk faced by the industry was the increasing competition from global EV 760 

manufacturers, especially as foreign automakers ramped up production and marketing efforts 761 

in India. This competition has heightened the pressure on domestic manufacturers to innovate 762 

and scale up their EV production capabilities. 763 

Despite these challenges, the Indian automotive sector demonstrated resilience. Companies 764 

focused on improving supply chain efficiency, increasing local sourcing, and investing in 765 

technology to mitigate semiconductor shortages. Furthermore, there was a significant push 766 

towards the development of more sustainable manufacturing processes and a stronger 767 

emphasis on digitalization, with the adoption of AI, machine learning, and IoT technologies for 768 

enhanced production and vehicle diagnostics. 769 
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Overall, while the automotive sector faced challenges in 2024, its growth trajectory remains 770 

strong, especially as India continues to transition towards more sustainable and 771 

ǠŕŇŵƛƦƐƦŮźŇĩƐƐȆʄĩŎǿĩƛŇŕŎʄǠǌĩƛǔǉƦǌǠĩǠźƦƛʄǔƦƐǨǠźƦƛǔɗʄôŵŕʄǌźǔŕʄźƛʄIĒʄĩŎƦǉǠźƦƛʄĩƛŎʄǠŵŕʄǔŕŇǠƦǌɺǔʄ772 

increasing alignment with global trends position it for continued growth in the years ahead. 773 

 774 

Automotive and Ancillary 
Processing sector 

Risk 
Index 

Risk 
Exposure 

Risk 
Management 

2023  68 67 71 

2024  68 62 65 

 775 

 776 

Figure 6: Automotive and Ancillary sector Comparative Analysis 2024 vs 2023  777 

In 2024, India's Automotive and Ancillary Processing sector saw a steady risk index of 68, 778 

indicating resilience amidst ongoing challenges. Risk exposure decreased from 67 in 2023 to 779 

62, reflecting improvements in supply chain resilience and better local sourcing of components. 780 

However, risk management declined from 71 to 65, primarily due to rising raw material costs 781 

and the complexities of transitioning to electric vehicle (EV) production. While the sector 782 

managed external risks better, cost pressures and competition in the EV space highlighted the 783 

need for continued focus on operational efficiency and innovation.784 
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BFSI 786 

 787 

nƛʄ ȣȡȣȥɘʄ nƛŎźĩɺǔʄ 9ĩƛƍźƛŮɘʄ aźƛĩƛŇźĩƐʄ çŕǌǿźŇŕǔɘʄ ĩƛŎʄ nƛǔǨǌĩƛŇŕʄ ɧ9açnɨʄ ǔŕŇǠƦǌʄ ŎŕƙƦƛǔǠǌĩǠŕŎʄ788 

resilience and adaptability amidst a challenging global economic environment. The sector has 789 

made significant strides in embracing technological advancements, particularly in digital 790 

banking, artificial intelligence (AI), and blockchain, to enhance customer experiences and 791 

operational efficiency. Digital payment systems continued to expand rapidly, driven by strong 792 

government support and the growing demand for contactless  transactions, which further 793 

entrenched India's push towards a cashless economy. The widespread adoption of AI in fraud 794 

detection, customer support, and personalized banking services allowed institutions to improve 795 

service delivery while reducing operational costs. 796 

Despite this progress, the BFSI sector had to contend with several risks throughout the year. 797 

The global economic instability, triggered by inflationary pressures and geopolitical tensions, 798 

posed considerable challenges to financial markets. Volatility in global stock markets and 799 

fluctuating interest rates created uncertainty for banks and insurance companies, compelling 800 

them to re-evaluate their risk exposure and diversify their portfolios to minimize financial losses. 801 

Domestic challenges included rising non-performing assets (NPAs), particularly in the public 802 

sector banks, which required greater attention towards credit risk management. 803 

Regulatory scrutiny in areas such as data privacy, cybersecurity, and anti-money laundering 804 

intensified in 2024, with institutions investing heavily in cybersecurity infrastructure to combat 805 

growing threats of cyber -attacks. As the banking sector digitized, it faced an increasing need 806 

for robust security measures to protect sensitive customer data and maintain trust. Regulatory 807 

developments, such as the introduction of tighter Know Your Customer (KYC) norms and 808 

enhanced oversight on digital lending platforms, further impacted the operational landscape 809 

of BFSI companies, necessitating significant adjustments to compliance frameworks. 810 

Furthermore, the competition from non-banking financial companies (NBFCs) and fintech 811 

startups intensified, offering innovative solutions that catered to niche markets and 812 

underserved segments, challenging traditional financial institutions to innovate continuously. 813 

As a result, the BFSI sector accelerated its focus on financial inclusion, pushing for greater 814 

penetration in rural and semi-urban areas through digital banking services and low-cost 815 

insurance products. 816 

The sector also witnessed steady growth in the insurance segment, with increasing awareness 817 

around health, life, and general insurance, driven by rising disposable incomes and changing 818 

consumer mindsets towards risk mitigation. Despite the challenges, the BFSI sector's proactive 819 



43 

Corporate India Risk Index 2024  

 

 

risk management strategies, such as strengthening liquidity buffers, diversifying investment 820 

portfolios, and enhancing digital infrastructure, enabled it to weather the storm. 821 

 822 

BFSI sector Risk 
Index 

Risk 
Exposure 

Risk 
Management 

2023  64 64 67 

2024  66 63 66 

 823 

 824 

Figure 7: BFSI sector Comparative Analysis 2024 vs 2023  825 

 826 

The BFSI sector in India saw a slight increase in its overall risk index from 64 in 2023 to 66 in 827 

ȣȡȣȥɗʄôŵźǔʄŇŵĩƛŮŕʄǌŕŭƐŕŇǠǔʄĩʄƙƦŎŕǌĩǠŕʄǌźǔŕʄźƛʄǠŵŕʄǔŕŇǠƦǌɺǔʄƦǿŕǌĩƐƐʄǌźǔƍʄŕȅǉƦǔǨǌŕʄĩƛŎʄǌźǔƍʄ828 

management practices. 829 

While the sector's risk exposure decreased slightly from 64 in 2023 to 63 in 2024, this indicates 830 

that despite the challenges faced in global and domestic markets, the BFSI sector was able to 831 

effectively mitigate some of the risks associated with economic volatility, regulatory changes, 832 

and financial market fluctuations. The reduction in risk exposure suggests that institutions 833 

within the BFSI sector may have become more resilient, diversifying their portfolios and 834 

enhancing risk monitoring to protect against broader financial uncertainties. 835 

On the other hand, risk management efforts remained steady, with a slight decrease in the 836 

score from 67 in 2023 to 66 in 2024. This suggests that while the sector continued to 837 

implement strong risk mitigation strategies, such as digitalization of services, robust 838 

cybersecurity measures, and improved compliance frameworks, the increased global risksɰ839 
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particularly in the form of inflationary pressures, interest rate volatility, and geopolitical 840 

tensionsɰhave made it more challenging to sustain optimal levels of risk management. 841 

 842 

843 



45 

Corporate India Risk Index 2024  

 

 

 844 



46 

   
 

   
 

Corporate India Risk Index 
2024  

Biotech & Lifesciences 845 

 846 

The Biotech and Life Sciences sector in India has shown resilience and growth in 2024, driven 847 

by strong performance in pharmaceuticals, biotechnology, and healthcare services. India 848 

ǌŕƙĩźƛǔʄǠŵŕʄȀƦǌƐŎɺǔʄƐĩǌŮŕǔǠʄŕȅǉƦǌǠŕǌʄƦŭʄŮŕƛŕǌźŇʄƙŕŎźŇźƛŕǔɘʄŇƦƛǠǌźņǨǠźƛŮʄǔźŮƛźŭźŇĩƛǠƐȆʄǠƦʄŮƐƦņĩƐʄ849 

healthcare, particularly in the fields of cancer treatment, antibiotics, and vaccines. The sector 850 

also benefited from the increasing adoption of digital health technologies, including 851 

telemedicine, AI-driven diagnostics, and personalized medicine. The expansion of the domestic 852 

ŵŕĩƐǠŵŇĩǌŕʄźƛŭǌĩǔǠǌǨŇǠǨǌŕʄĩƛŎʄǠŵŕʄŮƦǿŕǌƛƙŕƛǠɺǔʄŇƦƛǠźƛǨŕŎʄŭƦŇǨǔʄƦƛʄŵŕĩƐǠŵʄǔŇŵŕƙŕǔɘʄǔǨŇŵʄĩǔʄ853 

the Ayushman Bharat initiative, further bolstered the sector's growth prospects. 854 

However, 2024 has also presented several risks for the sector. Supply chain disruptions, 855 

especially in sourcing raw materials and active pharmaceutical ingredients (APIs), continued 856 

to impact production and distribution timelines. Rising global inflation and geopolitical tensions 857 

led to fluctuations in the availability and cost of key components, affecting manufacturing 858 

efficiency. Additionally, there was increased regulatory scrutiny surrounding product 859 

approvals, particularly for novel therapies and biopharmaceuticals, as authorities ensured 860 

adherence to international standards. 861 

In response to these challenges, companies have intensified their focus on innovation and 862 

digital transformation. Investments in research and development (R&D) surged, particularly in 863 

the fields of biotechnology, vaccine development, and diagnostics. India also witnessed a rise 864 

in biotech start-ups, many of which are focused on developing cutting-edge therapies using 865 

gene editing and regenerative medicine technologies. AI and machine learning were 866 

increasingly adopted to streamline drug discovery, clinical trials, and patient care management, 867 

enabling more efficient processes and improved patient outcomes. 868 

Furthermore, India's pharmaceutical sector played a critical role in the global fight against 869 

COVID-19 and its variants, contributing significantly to vaccine production and distribution 870 

worldwide. With several new vaccine candidates and treatments under development, India 871 

solidified its position as a key player in the global life sciences landscape. 872 

In summary, despite facing challenges such as supply chain disruptions and regulatory 873 

ǉǌŕǔǔǨǌŕǔɘʄnƛŎźĩɺǔʄ9źƦǠŕŇŵʄĩƛŎʄ¢źŭŕʄçŇźŕƛŇŕǔʄǔŕŇǠƦǌʄźƛʄȣȡȣȥʄŎźǔǉƐĩȆŕŎʄǌŕmarkable growth and 874 

ĩŎĩǉǠĩņźƐźǠȆɗʄôŵŕʄǔŕŇǠƦǌɺǔʄŇƦƛǠźƛǨŕŎʄŭƦŇǨǔʄƦƛʄźƛƛƦǿĩǠźƦƛɘʄŇƦǨǉƐŕŎʄȀźǠŵʄǔǠǌĩǠŕŮźŇʄźƛǿŕǔǠƙŕƛǠǔʄźƛʄ875 

R&D and digital healthcare solutions, ensures its sustained resilience and global 876 

competitiveness. 877 
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Biotech & Lifesciences 
sector 

Risk 
Index 

Risk 
Exposure 

Risk 
Management 

2023  60 63 64 

2024  63 59 61 

 878 

Figure 8: Biotech & Lifesciences Sector Comparative Analysis 2024 vs 2023 879 

 880 

The Biotech and Life Sciences sector saw a slight increase in its Risk Index in 2024, moving 881 

from 60 in 2023 to 63. This increase reflects the sector's improved risk handling, despite facing 882 

several ongoing challenges. While the risk exposure dropped from 63 to 59, showing a 883 

decrease in the vulnerability to external risks, risk management practices also saw a slight 884 

decline, from 64 to 61. 885 

The drop in risk exposure indicates that the sector has managed to mitigate some of the 886 

external pressures, such as supply chain disruptions, regulatory scrutiny, and geopolitical 887 

uncertainties, by implementing more robust strategies and securing alternative sources for key 888 

inputs. However, despite this reduction in exposure, the slight dip in risk management suggests 889 

that the sector may still be adjusting to the evolving regulatory environment and increasing 890 

competition in the global biopharma and life sciences space. Additionally, while the sector 891 

made strides in managing risks, it may not have fully optimized its strategies to cope with some 892 

new emerging risks, particularly related to intellectual property concerns and cybersecurity in 893 

the growing digital health landscape.  894 

Overall, the increase in the Risk Index, albeit modest, reflects a sector that is managing its risks 895 

with improved awareness but also facing some difficulties in streamlining risk management 896 
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practices amidst a rapidly changing environment. 897 

 898 

 899 
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Chemicals & Petrochemicals 903 

 904 

The chemical and petrochemical industry is a crucial driver of India's economic growth, 905 

contributing significantly to GDP, employment, and industrial development. As a backbone for 906 

multiple sectorsɰincluding agriculture, pharmaceuticals, automotive, construction, and 907 

consumer goodsɰthe industry plays an essential role in India's manufacturing ecosystem. In 908 

2024, the sector experienced significant growth, driven by rising domestic demand, 909 

government incentives, foreign investments, and sustainability initiatives. With increasing 910 

urbanization and industrialization, the industry is poised to become a global manufacturing 911 

hub. 912 

ôŵŕʄŮƦǿŕǌƛƙŕƛǠɺǔʄŭƦŇǨǔʄƦƛʄŭƦǔǠŕǌźƛŮʄǔŕƐŭ-reliance through initiatives like "Atmanirbhar Bharat" 913 

has encouraged growth in the sector, with policies aimed at boosting local manufacturing, 914 

enhancing infrastructure, and attracting foreign investment. Moreover, the chemical sector has 915 

increasingly been integrating sustainable and green technologies, with companies adopting 916 

innovations in areas such as bio-based chemicals, waste management, and energy-efficient 917 

processes. 918 

To strengthen the industry, the Government of India has introduced several policies and 919 

investment-friendly initiat ives. One of the most significant is the Petroleum, Chemicals, and 920 

Petrochemicals Investment Regions (PCPIRs) Policy 2020-35, which aims to attract $142 921 

billion in investments by 2035. Four major PCPIRs have been designated in Gujarat, Andhra 922 

Pradesh, Odisha, and Tamil Nadu, where large-scale integrated petrochemical hubs are being 923 

developed to enhance industrial infrastructure and attract global investors. Additionally, the 924 

Production-Linked Incentive (PLI) Scheme has been expanded to encourage domestic 925 

production of specialty chemicals, which are crucial for industries such as pharmaceuticals, 926 

textiles, and electronics. The mandatory BIS certification for imported and domestically 927 

produced chemicals is another regulatory measure aimed at ensuring quality standards, 928 

environmental safety, and fair trade practices. 929 

Despite these positive trends, the sector faced several risks in 2024, including raw material 930 

price volatility, supply chain disruptions, and regulatory changes related to environmental 931 

standards. In response, companies have placed greater emphasis on risk management 932 

strategies, such as diversifying suppliers, investing in technology, and improving operational 933 

efficiency. The focus on sustainability and regulatory compliance is pushing businesses to 934 

adapt, even as they seek to balance growth and environmental responsibility. 935 

The increasing shift toward digitalization, including the adoption of Industry 4.0 technologies 936 
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like artificial intelligence, robotics, and automation, has helped enhance operational efficiency. 937 

Additionally, there has been a rise in investments for research and development (R&D), 938 

particularly in sustainable chemicals, which will likely position the sector for continued long-939 

term growth and innovation. As a result, the chemical sector remains poised to capitalize on 940 

both domestic demand and global opportunities while managing the inherent risks of the 941 

industry. 942 

 943 

Chemicals & 
Petrochemicals sector 

Risk 
Index 

Risk 
Exposure 

Risk 
Management 

2023  56 61 61 

2024  61 62 63 

 944 

 945 

Figure 9: Chemical & Petrochemical sector Comparative Analysis 2024 vs 2023  946 

In 2024, the Chemicals & Petrochemicals sector saw an increase in its overall Risk Index, rising 947 

from 56 in 2023 to 61, reflecting higher perceived risks. This was driven by a slight rise in both 948 

risk exposure and risk management scores, signaling evolving challenges and proactive 949 

strategies within the sector. 950 

Risk exposure increased from 61 in 2023 to 62 in 2024, due to global supply chain disruptions, 951 

volatile raw material prices, and increasing regulatory pressures, especially around 952 

sustainability and emissions standards. The petrochemical sub-sector remains vulnerable to 953 

fluctuations in crude oil and natural gas prices, impacting production costs. 954 

However, risk management improved from 61 in 2023 to 63 in 2024, indicating that companies 955 

are actively mitigating risks through strategies like supply chain diversification, investment in 956 
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digital technologies, and greener practices. Advances in AI, automation, and sustainable 957 

chemical R&D have helped companies optimize operations and comply with stricter 958 

environmental regulations. 959 

In summary, the rise in the Risk Index highlights the sector's growing challenges, while the 960 

improvement in risk management shows its efforts to address them and maintain resilience in 961 

a rapidly changing global landscape. 962 

 963 

964 
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Education & Skill Development 966 

 967 

India's education and skill development sector in 2024 is navigating a complex terrain, marked 968 

by the rapid influx of digital technologies and the imperative to create an inclusive and future-969 

ready workforce. The foundation laid by the National Education Policy (NEP) 2020 is 970 

instrumental in this transformation, pushing for innovative learning paradigms and addressing 971 

the diverse needs of the nation's youth. The sector's projected growth, with a significant 972 

valuation surge by 2030, highlights its pivotal role in India's economic advancement and global 973 

competitiveness. 974 

However, the persistent rise in educational costs remains a significant hurdle. Inflationary 975 

pressures, particularly impacting tuition fees and resource materials, are disproportionately 976 

affecting marginalized communities, limiting their access to quality education. Addressing this 977 

challenge requires a multi-faceted approach, including exploring alternative funding models, 978 

strengthening scholarship programs, and promoting the adoption of affordable digital learning 979 

solutions. Ensuring equitable access to education is crucial for building a more inclusive and 980 

prosperous society. 981 

The integration of technology into education has opened up new learning opportunities, but it 982 

has also widened the digital divide. Students from disadvantaged backgrounds often lack 983 

access to digital infrastructure and devices, hindering their participation in online learning. 984 

Bridging this gap requires a concerted effort to expand broadband connectivity, provide 985 

affordable devices, and develop digital literacy programs. The government's initiatives to 986 

connect government schools and provide digital resources in regional languages are positive 987 

steps towards achieving digital inclusion. 988 

Infrastructure deficiencies, particularly in rural areas, continue to pose a significant challenge. 989 

Dilapidated buildings, inadequate sanitation facilities, and a shortage of qualified teachers 990 

create barriers to effective learning. Addressing these issues requires substantial investments 991 

in infrastructure development, teacher training, and equitable resource distribution. The 992 

establishment of Atal Tinkering Labs is a valuable initiative that wil l foster innovation and 993 

creativity among young minds. 994 

As educational institutions increasingly rely on digital platforms, cybersecurity threats have 995 

become a major concern. Protecting sensitive student data from cyberattacks requires robust 996 

cybersecurity measures, including data encryption, regular security audits, and employee 997 

training. The implementation of CCTV monitoring and mental health information systems is 998 

also crucial for ensuring student safety and well-being. 999 
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 1001  

Education & Skill 
Development sector 

Risk 
Index 

Risk 
Exposure 

Risk 
Management 

2023  61 63 65 

2024  59 64 65 

 1002  

 1003  

Figure 10: Education & Skill Development sector Comparative Analysis 2024 vs 2023  1004  

 1005  

In 2024, the Education & Skill Development sector saw a slight decline in its overall Risk Index, 1006  

dropping from 61 in 2023 to 59. This change was driven by a slight increase in risk exposure 1007  

and stable risk management practices. 1008  

Risk exposure rose marginally from 63 in 2023 to 64 in 2024. This uptick reflects ongoing 1009  

challenges such as the increasing need for digital transformation, fluctuating demand for skill 1010  

development in emerging industries, and the pressure to maintain quality education amidst 1011  

resource constraints. Additionally, the sector faced risks related to policy shifts, technological 1012  

advancements, and the uncertain impact of global economic trends on education budgets. 1013  

Despite the rise in risk exposure, risk management remained steady at 65, indicating that the 1014  

sector has maintained its focus on risk mitigation. Educational institutions and skill 1015  

development organizations continue to implement effective strategies, such as embracing 1016  

technology for online learning, upskilling the workforce to match industry demands, and 1017  

adopting hybrid models to cater to diverse student needs. 1018  

Risk Index

Risk ExposureRisk Management

Education & Skill Development Sector Index 
2024 vs 2023

2024 2023
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 1022  

India's energy sector in 2024 stands at a critical juncture, characterized by rapid growth, 1023  

evolving challenges, and strategic priorities. As one of the fastest-growing economies globally, 1024  

India continues to play a pivotal role in shaping the global energy landscape. The year 2024 1025  

has been marked by substantial progress in renewable energy adoption, surging electricity 1026  

demand, and efforts to address the complexities of transitioning to sustainable energy 1027  

systems. 1028  

As of March 31, 2024, India's total installed power capacity reached 442 GW, with renewable 1029  

energy sources, including large hydroelectric plants, accounting for 43% of this total. This 1030  

reflects India's strong commitment to decarbonization and meeting its Nationally Determined 1031  

Contributions (NDCs) under the Paris Agreement. Solar power remains a dominant contributor, 1032  

with an installed capacity of 92.12 GW by October 2024, followed by wind power at 48.16 1033  

GW. In addition, the growing focus on green hydrogen is positioning India as a key player in 1034  

the global clean energy transition, with ongoing investments and projects aimed at developing 1035  

green hydrogen as a sustainable energy source. This progress is crucial for meeting India's 1036  

2030 target of achieving 50% non-fossil fuel capacity, further strengthening the energy 1037  

ǔŕŇǠƦǌɺǔʄǔŵźŭǠʄǠƦȀĩǌŎʄǔǨǔǠĩźƛĩņźƐźǠy. However, coal continues to dominate electricity generation, 1038  

accounting for approximately 76% of the total electricity produced in FY 2023-24. 1039  

Electricity demand surged significantly in 2024 due to economic recovery, industrial expansion, 1040  

and extreme weather conditions exacerbated by climate change. On May 30, 2024, India 1041  

recorded an all-time peak electricity demand of 250 GW. The government has responded with 1042  

ambitious initiatives to modernize the grid and improve infrastructure resilience. Programs like 1043  

the Revamped Distribution Sector Scheme (RDSS) aim to reduce Aggregate Technical and 1044  

Commercial (AT&C) losses through smart metering and advanced grid technologies. These 1045  

measures are critical for addressing inefficiencies and ensuring reliable power supply. 1046  

Despite these advancements, India's energy sector faces significant risks and challenges. 1047  

Geopolitical tensions have disrupted global fuel supply chains, necessitating increased 1048  

domestic coal production. In fact, coal production surpassed one billion metric tons in 2024 to 1049  

meet rising electricity demand during record summer heat waves. While this reduces reliance 1050  

on imports, it raises concerns about aligning with global climate goals. Regulatory uncertainties 1051  

and delays in policy implementation have also hindered private sector participation in 1052  

renewable projects.  1053  

The financial health of distribution companies (DISCOMs) remains a critical concern. Despite 1054  
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ongoing reforms aimed at improving financial disciplineɰsuch as ensuring timely payments to 1055  

power generatorsɰmany DISCOMs continue to face liquidity crises due to high AT&C losses 1056  

and inefficiencies in revenue collection. Addressing these structural issues is vital for ensuring 1057  

the long-term sustainability of India's power sector.  1058  
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Energy sector Risk 
Index 

Risk 
Exposure 

Risk 
Management 

2023  63 67 69 

2024  62 69 71 

 1060  

 1061  

Figure 11: Energy sector Comparative Analysis 2024 vs 2023  1062  

 1063  

In 2024, the Energy sector saw a slight decline in its overall Risk Index, dropping from 63 in 1064  

2023 to 62. This was due to an increase in risk exposure and a slight improvement in risk 1065  

management practices. 1066  

Risk exposure rose from 67 in 2023 to 69 in 2024, reflecting growing concerns around 1067  

geopolitical tensions, fluctuating energy prices, and the transition towards renewable energy 1068  

sources. The sector faced heightened risks related to supply chain disruptions, regulatory 1069  

changes, and environmental challenges, such as the need to balance traditional energy 1070  

sources with sustainability goals. Additionally, the ongoing global energy crisis and its impact 1071  

ƦƛʄnƛŎźĩɺǔʄŕƛŕǌŮȆʄǔŕŇǨǌźǠȆʄŭǨǌǠŵŕǌʄŇƦƛǠǌźņǨǠŕŎʄǠƦʄǠŵŕʄǌźǔŕʄźƛʄŕȅǉƦǔǨǌŕɗ 1072  

On the other hand, risk management improved slightly from 69 in 2023 to 71 in 2024. This 1073  

indicates that the sector has made advancements in managing these risks, particularly through 1074  

strategic investments in technology, infrastructure, and diversification into renewable energy. 1075  

Efforts to strengthen cybersecurity, reduce operational inefficiencies, and implement advanced 1076  

risk assessment tools have also contributed to improved risk management in the sector. 1077  

 1078  

Risk Index

Risk ExposureRisk Management

Energy Sector Index 
2024 vs 2023
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 1103  

FMCG 1104  

 1105  

In 2024, the FMCG sector in India also benefited from the strong push for digitalization, 1106  

particularly through e-commerce platforms and mobile apps. The growth of online shopping, 1107  

especially in rural areas, further expanded market reach, allowing companies to tap into new 1108  

customer segments. E-commerce accounted for a significant portion of FMCG sales, 1109  

particularly in categories such as personal care, home care, and packaged foods. As more 1110  

consumers embraced online shopping, companies enhanced their digital capabilities, ensuring 1111  

smoother delivery systems and offering personalized experiences.  1112  

Conversely, urban consumption faced headwinds due to persistent food inflation, leading to a 1113  

tightening of household budgets. This inflationary pressure compelled consumers to curtail 1114  

spending on non-essential items, adversely affecting the earnings of consumer goods firms 1115  

and raising concerns about long-term economic stability. The middle-class segment, in 1116  

particular, experienced a squeeze, with approximately 75% of average retail spending directed 1117  

towards food and grocery, leaving limited room for discretionary purchases. 1118  

cite turn0news18  This shift in spending patterns underscored the sensitivity of urban 1119  

consumption to price fluctuations and its broader implications for the FMCG sector. 1120  

On the regulatory front, the Indian government continued to introduce policies aimed at 1121  

boosting consumption and employment, particularly through initiatives like the National Retail 1122  

Policy, which seeks to promote the growth of retail in both urban and rural areas. This policy 1123  

aims to formalize the retail sector, reduce taxation burdens, and encourage the adoption of 1124  

technology. However, challenges such as rising inflation, high unemployment rates, and supply 1125  

chain disruptions from global uncertainties posed ongoing risks. These issues required 1126  

companies to adopt a more flexible approach to pricing, production, and distribution to 1127  

maintain profit margins.  1128  

Supply chain disruptions, aggravated by global events and logistical challenges, further 1129  

compounded the risks faced by the FMCG sector. Many companies were forced to rethink their 1130  

supply chain strategies, with some moving towards more localized production to reduce 1131  

dependency on international suppliers. To address these disruptions, brands invested in digital 1132  

supply chain solutions, including blockchain for better traceability and AI-driven tools for 1133  

demand forecasting. Additionally, companies diversified sourcing strategies to mitigate risks 1134  
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from single-supplier dependence.  1135  

The heightened consumer demand for health and wellness products also influenced product 1136  

innovation within the FMCG sector. As consumers shifted towards healthier lifestyles, there 1137  

was a  noticeable increase in demand for plant-based foods, natural ingredients, and low-1138  

sugar or low-fat options. FMCG companies responded by reformulating products, introducing 1139  

new lines, and investing in research and development to meet these needs. The pandemic, 1140  

which heightened consumers' health awareness, accelerated this trend, with brands 1141  

developing immunity-boosting products, functional beverages, and organic skincare items. 1142  

This focus on wellness, along with growing health-consciousness, has led to increased 1143  

competition among FMCG companies as they vie for a share of the rapidly expanding health 1144  

and wellness market. 1145  

 1146  

FMCG sector Risk 
Index 

Risk 
Exposure 

Risk 
Management 

2023  66 71 75 

2024  64 72 74 

 1147  

 1148  

Figure 12: FMCG sector Comparative Analysis 2024 vs 2023  1149  

 1150  

The FMCG sector's risk scores for 2024 reflect a slight improvement in overall risk 1151  

management, though the sector continues to face significant challenges. The Risk Index 1152  

decreased from 66 in 2023 to 64 in 2024, showing a minor improvement in managin g risks. 1153  

Risk Index

Risk ExposureRisk Management

FMCG Sector Index  2024 vs 2023

2024 2023
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Risk Exposure slightly increased from 71 in 2023 to 72 in 2024, indicating continued exposure 1154  

to risks like inflation, supply chain issues, and shifting consumer behavior. However, the sector's 1155  

ability to adapt, including digital adoption and tapp ing into rural markets, helped mitigate some 1156  

of these risks. 1157  

Risk Management dropped marginally from 75 in 2023 to 74 in 2024. While FMCG companies 1158  

continue to implement strong risk management strategies, challenges such as inflation and 1159  

global uncertainties slightly reduced their effectiveness. Ongoing changes in consumer 1160  

preferences and demand for sustainable products require constant adaptation. 1161  
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