
 

 

 

ICICI Lombard and IRM India Affiliate Release 3rd India Risk Report on Building 
Resilience amid Technological and Geopolitical Disruption 

▪  Technological and geopolitical disruptions redefine India’s risk landscape,      
creating both challenges and opportunities. 

▪  Cyber and Legal/Regulatory Risks lead the  short-term risk rankings, and Cyber and 
Technology Risks lead the long-term risk rankings for 2025. While Talent Risk 
continues to be a persistent priority. 

▪  Risk Culture lags behind Process Maturity — true resilience demands ownership 
from the top. 

▪  Despite improved Preparedness, gaps persist in translating risk strategy into action 
across sectors. 

Mumbai, November 19, 2025: In an era defined by geopolitical uncertainty, rapid digital 
transformation, and increasingly sophisticated fraud risks, organizations are being 
challenged to strengthen their resilience like never before. The 3rd edition of the India Risk 
Report 2025 by ICICI Lombard and the Institute of Risk Management (IRM) - India 
Affiliate highlights how technological disruption and global realignments are reshaping 
India’s Risk Landscape. As the nation advances toward its Viksit Bharat 2047 vision, the 
report underscores the urgent need for enterprises to integrate technology, governance, 
and ethical leadership into their risk management frameworks for sustainable growth. 
  
This year’s report serves as a crucial reflection of how Indian enterprises are navigating 
an increasingly complex global risk landscape shaped by two dominant forces — 
technology and geopolitics. It presents an in-depth analysis of enterprise risk perceptions, 
preparedness, and resilience based on the IRM India – ICICI Lombard Enterprise Risk 
Perception Survey 2025 (ERPS-2025). The survey was conducted over a two-month 
period ending in August 2025, targeting 650 organizations and receiving over 250 
responses, of these, CXOs accounted for 55% and senior management for 35%, 
providing a full view of risk trends, priorities, and emerging resilience practices across 
Indian enterprises. The report not only captures how organizations perceive and prepare 
for top short-term and long-term risks but also examines their evolving ability to turn these 
risks into opportunities through stronger culture and process maturity in an increasingly 
complex and volatile business environment.      
 
The survey evaluates organizations across 12 key factors that define risk management 
maturity and culture, encompassing both operational and strategic dimensions of 
resilience. These factors include areas such as risk identification practices, implementation 
of controls and insurance, initiatives to assess and strengthen risk culture, and the sharing 
of lessons from risk events and near misses. Mapping organizations against these factors 
highlights that while some enterprises demonstrate strong process maturity, cultural 
development remains a critical gap.  

 



 

 

 

The report also integrates insights from global and domestic risk developments, 
complemented by expert recommendations from over 10 industry leaders and specialists 
from the ICICI Lombard Underwriting team. Presented through the Top 3 Trends, Top 3 
Introspective Questions, and Top 3 Strategies — these first hand perspectives offer 
enterprises actionable guidance to strengthen governance, enhance scenario planning, 
and achieve stronger strategic alignment in an evolving risk environment.      

      

Key Findings from the 3rd India Risk Report 2025 

Risk Perceptions       

Indian enterprises perceive Cyber and Technology as the two dominant forces reshaping 
the risk landscape. In the short-term, Cyber Risk remains the top concern for the third 
consecutive year, followed by Legal and Regulatory risks, Talent, and Macroeconomic 
risks. Emerging concerns such as trade wars and global realignment are entering the radar 
for 2025, indicating that organizations are increasingly aware of the systemic nature of 
these risks.  

Self-Assessments of Risk Management Processes 

The survey highlights a mixed picture of process maturity. Organizations show strong 
capabilities in identifying and controlling operational risks, with mature enterprises 
providing training and timely support for risk identification. Preparedness for technology, 
cyber, and talent risks is highest, with 71%, 65%, and 64% of respondents reporting 
strategies in place. However, gaps remain in translating these processes into consistent, 
organization-wide risk mitigation actions. Over 20% of respondents report no controls or 
insurance for certain risk categories, indicating room for improvement in risk management 
execution. 

Culture and Risk Management Process Maturity 

Cultural maturity continues to lag behind process capability. While the proportion of 
organizations at the “Forming” risk culture level has increased in 2025, only 12.3% of 
organizations exhibit high culture combined with high process maturity. Initiatives to 
formally assess and strengthen risk culture remain limited, and the sharing of lessons from 
near-misses or risk events is not yet widespread. This underscores the need for leadership-
driven efforts to embed risk accountability, knowledge-sharing, and ethical decision-
making across all levels. 

Preparedness to Address Current Risks 

Enterprises are relatively well-prepared against traditional risks such as fire and 
explosions (95%) and cyber risks (93%), yet gaps exist for newer or emerging exposures. 
Nearly 36% of respondents do not evaluate the cost of insuring their risks, and a significant 
portion lack mitigation measures for trade, talent, climate, and macroeconomic risks. 
These findings indicate that while strategy and capability are improving, organizations  

 

 



 

 

 

must better integrate forward-looking risk management and insurance solutions to 
address both current and emerging threats. 

Sectoral and Enterprise-Scale Insights      

Risk exposure varies significantly by sector and enterprise size. BFSI, Services, and 
Logistics prioritize cyber risks, while Manufacturing, Construction, and Pharma highlight 
business and supply chain interruptions. Energy and Oil organizations cite civil strife and 
geopolitical issues as their top concern. Large enterprises emphasize trade wars and 
global realignment, whereas smaller firms focus on technology risks. Start-ups, in 
particular, view civil strife and geopolitical challenges among top risks. Consolidating 
these insights reveals how sectoral dynamics and organizational scale shape both short- 
and long-term risk priorities. 

Risks as Opportunities 

The survey finds that organizations increasingly view risks as potential sources of 
strategic advantage. Between 75% and 85% of respondents believe technology adoption 
offers competitive or cost advantage, while 60%–80% see trade and macroeconomic 
conditions as pathways to market expansion. Availability of skilled talent and operational 
resilience against business or supply chain interruptions are also being leveraged as 
differentiators. Enterprises that approach emerging risks proactively can transform them 
into drivers of innovation, efficiency, and sustainable growth. 

Sandeep Goradia - Chief Corporate Solutions, International & Bancassurance, ICICI 
Lombard, said, “The evolving risk culture in India is a reflection of our growing economic 
maturity and resilience. Across industries, risk perception is transforming rapidly—
organizations now see challenges such as cybersecurity threats, economic uncertainties, 
and global trade realignments not merely as risks, but as catalysts for strategic growth. 
Insurance plays a pivotal role in this transformation, empowering individuals, businesses, 
and institutions to navigate uncertainty with confidence. Through ICICI Lombard’s 
continued partnership with IRM India, we are proud to present the third edition of the India 
Risk Report—a comprehensive study offering valuable insights into how enterprises are 
strengthening their processes, culture, and preparedness. This initiative reinforces our 
shared commitment to helping industries and consumers better understand, anticipate, 
and act on the evolving risk landscape.” 

Speaking about the significance of this report Hersh Shah - Chief Executive Officer, IRM 
India Affiliate said, “In this third edition of our report, Risk Reimagined: Resilience in the 
Age of AI and Shifting Geopolitics, developed in collaboration with ICICI Lombard, we 
explore how organisations can architect next-generation risk cultures — those powered 
by data, shaped by ethics, and driven by human insight. Our analysis this year delves 
deeper into the interplay between culture, technology, and leadership; spotlighting how 
Indian enterprises can institutionalise resilience not merely as a defensive posture, but as 
a catalyst for sustainable value creation. The organisations that thrive in the coming  

 

 



 

 

decade will be those that view risk as intelligence, resilience as innovation, and 
foresight as their most valuable currency.” 

Key Takeaways: 

The 3rd India Risk Report 2025 highlights that technological disruption and global 
realignments are reshaping India’s risk landscape, creating both vulnerabilities and 
opportunities.  

Building Resilience through Process and Culture Maturity  

While some organizations show strong process maturity, cultural development lags 
behind, pointing to the need for consistent, organization-wide implementation of risk 
identification, control measures, and insurance strategies. Strong processes are critical, 
but continuous evaluation and uniform application across all functions ensure that risk 
policies are effectively translated into actionable, enterprise-wide mitigation.  

Leadership and Risk Culture 

A small fraction of organizations exhibit both strong culture and process maturity, with 
most still at early stages of risk culture. This underscores that leadership-driven initiatives 
promoting accountability, ethical decision-making, knowledge-sharing, and cross-
functional collaboration are essential to build resilience, foster innovation, and prepare 
organizations to respond effectively to disruptions. 

Risk Preparedness and Agility 

Preparedness to face risks as per the report finds that a majority of organizations report 
preparedness for technology, cyber, and talent risks, gaps persist in translating strategy 
into actionable measures. Strengthening risk management by integrating strategy, 
capability, and forward-looking practices enables enterprises to address emerging 
exposures, enhance resilience, and respond agilely to unexpected disruptions. 

 

Turning Risks into Strategic Advantage 

The report underscores that organizations are viewing technology, evolving trade 
conditions, and other risks as strategic opportunities rather than mere threats. By 
leveraging technology adoption, market realignments, talent management, and 
operational resilience, enterprises can drive innovation, enhance efficiency, create long-
term value, and maintain a competitive edge.  

Report & Methodology 

     The 3rd India Risk Report is based on a mixed-methods approach, combining: 

 A nationwide survey of 227 respondents across functions (risk, finance, 
operations, etc.), for over 2 months 

 Expert speaks  column of 10+ risk and business leaders 



 

 
 In-depth interviews of Top Underwriters on the trends and key 

recommendations 
 Secondary research and benchmarking against global best practices. 

 

The objective is to help organizations assess their risk culture maturity, identify gaps, and 
adopt concrete actions to foster resilience. 

Availability: 
 
The report is available for download: The full report is available for download from [URL: 
https://www.icicilombard.com/docs/default-source/default-document-library/india-
risk-report-2025.pdf] as of 17th November, 2025. 

QR Code:  

 

#ICICILombard #IRM #RiskCulture #SandeepGoradia 

About ICICI Lombard General Insurance Company Limited 

ICICI Lombard is the leading private general insurance company in the country. The 
Company offers a comprehensive and well-diversified range of products through multiple 
distribution channels, including motor, health, crop, fire, personal accident, marine, 
engineering, and liability insurance. With a legacy of over 2 decades, ICICI Lombard is 
committed to customer centricity with its brand philosophy of ‘Nibhaye Vaade’. The 
company has issued over 37.6 million policies, over 3.2 million claims processed and has 
a Gross Written Premium (GWP) of ₹ 282.58 billion for the year ended March 31, 2025. 
ICICI Lombard has 328 branches and 15,123 employees, as on March 31, 2025.  

ICICI Lombard has been a pioneer in the industry, being the first large-scale insurance 
company in India to migrate its entire core systems to the cloud.  With a strong focus on 
being digitally-led and agile, the company has introduced multiple AI-powered insurance 
solutions. The company’s flagship insurance and wellness app, IL TakeCare, which has 
received over 18.4 million downloads, also offers the industry’s first Face Scan feature. The 
company has won several prestigious awards- including the Insurance Asia, ICC Emerging 
Asia Insurance, ET BFSI Exceller, ET Corporate Excellence, Golden Peacock, FICCI 
Insurance, Assocham, Stevie Asia Pacific, and National CSR in recognition of its various 
initiatives. For more details log on to https://www.icicilombard.com/. 
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https://secure-web.cisco.com/1IRwk3C-GoqnYYcY3YkrEl-ZlXEWVc5AuDna5Pgm_u1iL0kpzuUBJBBcNtdh2NXK5rtqBhXlul4iWZPeGJb4wOnPV0axMDxUO8FWP5KJ-pczAg5ZFhIZEQ4D90FX4lI-1jFtlPwv4bMOFN-PMan-7VllyjfOP2nrhGd2mVaa0HdOc5OYfzYXepKBCv0o51DFkCBNr-U4KJSjtTUY7Qc8Z4SogqRfieo86StKvQMYKMpggtora5iSY_UD8heRJ3dR5jdf7Y47MJZe1NCjZZ5_pqWHEFcL7c8T3IptGfbczFOYvaWxUHm--dxSA5mJZDg96/https%3A%2F%2Fwww.icicilombard.com%2F


 

 
 
 

About the Institute of Risk Management (IRM) India Affiliate:  

Established in 1986 and headquartered in the UK, the Institute of Risk Management (IRM) 
is the world's leading certifying body for Enterprise Risk Management (ERM) examinations 
and qualifications and the only body to grant Fellowship in ERM at Stage 5 / Level 5. With 
a presence spanning 143 countries and almost 40 years of driving excellence, IRM has 
published several frameworks, thought leaderships and white papers on a range of risk 
themes including stress testing, horizon scanning, climate change, artificial intelligence, 
pandemics, risk culture and more. The IRM's India Affiliate is expanding the global ERM 
ecosystem in India, bringing top-tier education to develop risk intelligent individuals and 
organisations for a resilient India. IRM India Affiliate also works with academia, 
government and industry to enhance risk culture and governance. For more details visit 
www.theirmindia.org  
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